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Background

• Critical Infrastructure Protection (CIP) is 
traditionally focused on the following stages

– Vulnerability identification

– Risk assessment

– Risk management

• Use of ICTs has simplified the ability to transmit 
data relating to critical infrastructure

• Many, including Government bodies, have 
embraced the benefits of providing great amounts 
of data

• The concerns have largely been overlooked



Previous studies

• A US study conducted in 2003 introduced another 
dimension to the CIP process

• The study addresses the concept of 'sensitive but 
unclassified' data & its affects on the CIP process

• This study adapts the US study to an Australian 
setting to determine

– How much data is publicly available concerning 
Australia's CI?

– What are the benefits & concerns with respect to CIP?

– How can we address the censorship versus open 
information access debate?



Australian Data Supplier 
Categories

The individual/physical

State & LocalFederal

Government Commercial Utility companies Telecommunications 
providers

Purchased 

Free 

Free/
Purchased

Key

Department of Education and Training
www.det.nsw.edu.au

Department of Energy, Utilities and Sustainability
www.deus.nsw.gov.au

Department of Lands
www.lands.nsw.gov.au

Department of Local Government
www.dlg.nsw.gov.au

Department of Planning
www.planning.nsw.gov.au

Department of Primary Industries
www.dpi.nsw.gov.au

Department of State and Regional Development
www.business.nsw.gov.au

State Government Data 
Suppliers

Attorney-General’s Department (AG’s)
www.ag.gov.au

Agriculture, Fisheries and Forestry (DAFF)
www.daff.gov.au

Communications, Information Technology 
and the Arts (DCITA)
www.dcita.gov.au

Defence
www.defence.gov.au

Finance and Administration
www.finance.gov.au

Foreign Affairs and Trade (DFAT)
www.dfat.gov.au

Environment and Heritage (DEH)
www.deh.gov.au

Transport and Regional Services (DOTARS)
www.dotars.gov.au

Industry, Tourism and Resources (DITR)
www.industry.gov.au

Federal Government Data 
Suppliers

‘Sensitive but unclassified’ data





Australia Critical Infrastructure
Data Repository

Federal Government Data

State Government Data

Commercial Data

Physical data

Utility Company Data

Telecommunications Providers Data

Other Data (not examined in this study)

CI data repository





Survey

• Objectives

– Gauge attitudes of 

security experts

– Work to towards a 

solution to address the 

censorship vs. open 

access issue



Results: profile of respondents

• 21 responses, about 50% from government sector

• Experts expressed a heavy reliance on use of free 

public data

• Uses include

– Risk assessment/management activities

– Government intelligence

– Business intelligence 

– Service provisioning

– Research



Results: benefits & concerns

• Benefits

– Promoting community trust

– Facilitating immediate 

response in time-critical 

situations

– Assisting in daily 

operations in certain 

occupations

• Concerns

– Impact on national security 

efforts, & therefore CIP

– Misuse, including crime, 

service disruption, 

vandalism, identity 

theft/fraud

– Negative impact on privacy 

& confidentiality

Unrealistic to completely restrict access

Avoid becoming “secretive, scared society”

Avoid “relying on security through obscurity” Access should be controlled

“CONCERNS ONLY”

“No major benefits”



Results: achieving the balance

• Common thread in survey

– info should be available on "need to know 

basis" & for legitimate purposes

• Achieving the balance will require the 

combination of

– Grading system

– Other non-technical measures

– Technical solutions



Stakeholder matrix

• Sensitivity-based grading system
Australian 
Government 

Bodies

Operators of 
CI

Education 
Institutions & 
Research 
Networks

General Public

Major Defence Sites 100 58 32 16

Telecom Exchanges 100 89 50 17

Sewage Outfalls 100 95 68 53

Banks (Financial Hubs) 89 74 47 32

Schools 100 79 84 79

Cultural Icons 84 53 74 74

Gas Pipelines 100 79 42 32

Shopping Malls 84 89 68 84

Dams 100 79 47 37

Hospitals 100 84 63 74

Places of Worship 83 67 67 89

Electricity Grids 94 83 58 17

Australian 
Government 

Bodies

Australian 
Government 

Bodies

Operators of 
CI

Operators of 
CI

Education 
Institutions & 
Research 
Networks

Education 
Institutions & 
Research 
Networks

General PublicGeneral Public

Major Defence SitesMajor Defence Sites 100100 5858 3232 1616

Telecom ExchangesTelecom Exchanges 100100 8989 5050 1717

Sewage OutfallsSewage Outfalls 100100 9595 6868 5353

Banks (Financial Hubs)Banks (Financial Hubs) 8989 7474 4747 3232

SchoolsSchools 100100 7979 8484 7979

Cultural IconsCultural Icons 8484 5353 7474 7474

Gas PipelinesGas Pipelines 100100 7979 4242 3232

Shopping MallsShopping Malls 8484 8989 6868 8484

DamsDams 100100 7979 4747 3737

HospitalsHospitals 100100 8484 6363 7474

Places of WorshipPlaces of Worship 8383 6767 6767 8989

Electricity GridsElectricity Grids 9494 8383 5858 1717

Classified Restricted UnclassifiedKey:



Non-technical solutions

• "Access control matrices"

• Legal & licence agreements

• Legislation & penalties

• Unambiguous policies

• Developing a register of approved users & 
defining terms of use

• Limiting sharing 

• Onsite physical security

• Coordinated, whole of Government approach

• "Common sense"



Technical solutions

• Secure networks not displayed to the public

• Access control & password protection

• Security clearance for access to sensitive 

data

• Review of technical security techniques to 

measure their effectiveness



Outcomes & future direction

• One solution alone is not sufficient

• Rather, a solution that targets specific stakeholders is 
required

• “a government cannot hope to achieve a 
comprehensive approach to critical infrastructure 
protection if they are giving away data about their 
own infrastructure" 

• Many elements need to be considered, both non-
technical & technical in nature

• Looking at the issue from an alternative viewpoint by 
"facing the root problems", in an attempt to limit & 
address their causes



Thank you


