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Synopsis
The European Court of Human Rights (ECtHR) ruling of S and Marper v United Kingdom will have major implications on the retention of deoxyribonucleic acid (DNA) samples, profiles and fingerprints of innocents stored in England, Wales and Northern Ireland. In its attempt to develop a comprehensive national DNA database (NDNAD) for the fight against crime, the U.K. Government has come under fire for its blanket-style coverage of the DNA sampling of its populace. Figures indicate that the U.K. Government retains a highly disproportionate number of samples when compared to other nation states in the Council of Europe (CoE), and indeed anywhere else in the world. 

In 2001, Section 64(1A) of the Police and Criminal Evidence Act 1984 (the PACE) was substituted with Section 82 of the Criminal Justice and Police Act. The change to legislation meant that a suspect of a crime would have their fingerprints and samples permanently stored on the police national computer (PNC) even after having been acquitted or never charged of any crime, giving the police somewhat indiscriminate powers to collect DNA samples. Recordable offences for which a DNA can be obtained under the current U.K. laws include crimes which carry a custodial sentence not excluding petty misdeeds such as begging, being under the influence of alcohol, or acting in a disorderly fashion. 

The Grand Chamber of the ECtHR unanimously judged that the indefinite retention of DNA samples of innocent people was an interference with the right to respect for private life pursuant to Article 8(1) of the European Convention of Human Rights (ECHR). 

The ECtHR's conclusion was that the English legislation failed to “strike a fair balance between the competing public and private interests” which ultimately narrowed the margin of appreciation left to the United Kingdom when compared to the strong consensus of other contracting states who set limits on the retention of DNA samples and profiles and fingerprints. The ECtHR emphasised that “any State claiming a pioneer role in the development of new technologies bears special responsibility for striking the right balance in this regard”.

The ECtHR judgment has now placed the U.K. Government in the precarious position of needing to roll back police powers, considering what to do with existing DNA samples of innocents (and the convicted for that matter), the need to consult the public and non-government organisations (NGOs), and bringing laws and guidelines into step with proposed changes. The complexity of what is needed to adhere to the Strasbourg ruling, and the confusion related to what changes need to be made and how they should be made, should not be understated. The U.K. media have reported on the S and Marper case extensively since 2001 but have been particularly active since the ECtHR ruling on the 4th of December 2008 acting to place increased pressure on the current U.K. Government.

This project investigated the rise of NDNAD in the U.K., the cases of S and Marper from the first Administrative Court ruling, through to the Court of Appeal, and onward the House of Lords. It considered the role played by NGOs, Judges of the House of Lords, the U.K. Government and the U.K. Police, the media and U.K. citizens.

I  Introduction
The aim of this research project is to apply the science, technology and society (STS) studies approach which combines history, social study and philosophy of science to the legal history of DNA sampling and profiling in the U.K. since the first forensic use of DNA in a criminal court case in 1988. The paper begins by defining the application of biometrics to the field of criminal law, in particular the use of fingerprint and DNA identification techniques, and then goes on to document the prolific use of DNA for criminal law in the U.K. By doing so inevitably, the author takes the reader on a legislative review of changes that have taken place since the inception of the Police and Criminal Evidence Act 1984 (PACE). Of importance to note here, is that the discovery of DNA came only one year after the PACE was enacted, and the National DNA Database (NDNAD) was established a decade later in 1995.

Controversially, the NDNAD has grown so large that today more than 8.36 per cent of the U.K. population has a subject profile on the criminal identification databank. In this paper we find out how the NDNAD grew to be so big (the biggest in the world), and presumably why innocent people, among which are over eight hundred thousand minors, have been arrested (but either acquitted or not convicted of a crime) and have had their DNA sample and profile indefinitely stored on the criminal databank. The risks associated with such disproportionate growth of the NDNAD under the guise of public interest are then explored in the S and Marper v. United Kingdom case. In this case, we see how the U.K. courts, basing their decisions to reject the applications of Mr S and Mr Marper on age-old case law, failed to put the rights of individuals ahead of the public interest. In a stage that could only be imagined in a dramatic Hollywood legal style drama, the paper then describes how Peter Mahy, the solicitor representing Mr S and Mr Marper took the case to the European Court of Human Rights (ECtHR) and won a 17-0 unanimous judgment against the United Kingdom. The ECtHR were clear in describing the problems related to DNA sampling of innocents, including personal stigmatization, familial searching, future use of DNA, and the special responsibility that the U.K. had in showing leadership based on their scientific DNA advancements to the rest of Europe.

The paper concludes by arriving at the implications of the ECtHR judgment of S and Marper v. the United Kingdom stipulating the legal and administrative fixes that are proposed. At a national level, the paper discusses the changes that the U.K. must comply with given the need to strike a fair balance between the right to private life as stipulated in the European Convention of Human Rights (ECHR) and the public interests in the detection and reduction of overall crime. At the supranational level, the paper discusses how and why the U.K. must realign itself with other member states of the Council of Europe with respect to the ruling on the margin of appreciation. The discord between contracting parties’ legislation with respect to DNA is considered briefly in light of the Prüm Treaty. Finally the paper points to the grave risks associated with advancing down a rapid trajectory of DNA sampling in other fields and warns of the ominous possibilities for human rights in general.

A   Conceptual Framework

It is of no surprise that in recent years there has been a convergence between science and technology studies (STS)
 and law and society (L&S)
 studies. Some commentators, like this author believe that there is a need to define a new theoretical framework that amalgamates these increasingly converging areas;
 others who belong strongly in either of the two schools of thought (STS or L&S) believe they should be the rightful owners of this new approach to inquiry. This convergence has its roots planted in legal disputes in the fields of health, safety and environmental regulation. For instance, advances in technology have challenged ones right to live or die.
 New innovations have the capacity to draw out traditional distinctions of regulations or they can challenge and even evade them. In this paper we see how the innovation of DNA in the U.K. went through varying degrees of acceptance, oscillating between extremes. It is proposed at the conclusion of this paper, that the ECtHR judgment will aid the U.K. Government in finding a centrist path of acceptable use of DNA profiling in the field of criminal law.

1    The DNA Controversy
In studying the DNA controversy, the author has adopted the conceptual framework employed by Lynch et al. (2008) depicted in Figure 1. The figure shows the core set target diagram originally taken from the gravity waves controversy described by Collins (2004).
 In the centre of the core set are those who are making incremental DNA scientific developments such as Sir Alec Jeffreys. The scientific literate commentators are those who do not consider themselves DNA experts but have a scientific background that allows them to understand the complexities and subtleties with respect to DNA advancements. Funders are those institutions or commercial organizations that are supporting DNA scientific endeavours, and the policymakers are those making decisions which have an impact on regulations and legislation to do with the appropriate use of DNA analysis in criminal law, and how samples should be collected and stored. It should be noted that the framework has been adapted to capture the subset of stakeholders collectively known as ‘the public’. The public includes: U.K. citizens, the popular press, non-government organizations, self-interest groups, and academics. At times the line between academics belonging to the ‘core set’ or ‘scientific literate commentators’ or ‘the public’ is blurred, but in this research, academic STS and L&S-based commentary is used to supplement the voice of the public in general. Typically the further away you get from the core target, the less influential the stakeholder in the DNA controversy in criminal law in the U.K. However, in this paper the basic premise to the core set diagram is challenged. Here we find that post the ECtHR judgment of S and Marper v. United Kingdom a role reversal began. The public became very powerful after the judgment, and we now have policymakers being influenced to make changes to the NDNAD through primary legislation.

Figure 1. The Core Set Diagram: Studying the DNA Controversy
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By the early 1990s the DNA profiling controversy in the U.K. was in full flight. The “DNA Wars”
 focused on two major problems with respect to the techno-legal accountability of DNA evidence in a court of law. The first had to do with the potential for error in the forensic laboratory, and the second had to do the combination of genetic and statistical datasets. And it did not just have to do with legal and administrative matters, but issues that were both technical and scientific in nature. The key players according to Lynch et al., included expert lawyers, scientists who actively participated in legal challenges and public policy debates, and the media who investigated and reported the controversy. To put an end to the controversy would require the coming together of law, science and the public in a head-on confrontation.
 And that is indeed what occurred. By the late 1990s DNA had become an acceptable method of suspect identification and a great number of onlookers prematurely rushed to declare a closure to the controversy although as commentators have stated there was no moment of truth or definitive judgment that put an end to the controversy. What many did not recognize at the time however, is that the DNA controversy would come back in the U.K., bigger and more intense than ever before.

It is with great interest to read that closure in the DNA controversy was really visible when the NDNAD and some of the legislation and policy surrounding it facilitated talks between nations in Europe with respect to harmonization. According to Lynch et al.:

‘Efforts were made to “harmonize” DNA profile and database standards in Europe, and other international efforts were made to coordinate forensic methods in order to track suspected “mobile” criminals and terrorists across national borders. These international efforts to implement and standardize DNA profiling contributed to closure in particular localities by demonstrating that the technique was widely used and had become a fixture of many criminal justice systems.’

While closure it may have signified to those working within and STS and L&S approach, harmonization was certainly not reached as will be discovered in the main body of this paper. Far from it, the U.K. who had been responsible for initial harmonization efforts, later, lost its way. What made onlookers believe that closure had fully occurred were the technical, legal and administrative fixes that had taken place.
 But closure in this instance did not mean the complete end to the controversy- no- what was coming was much greater disquiet in the U.K, and this period was named ‘post-closure’ by the STS and L&S commentators. Postclosure signals a period of time after closure is established, when the possibilities for issues that were once closed are reopened.
 In the case of the NDNAD in the U.K. it was not old issues that were reopened during postclosure, but new issues that were introduced due to so-called legal fixes. These legal fixes had social implications, so it was not until the public and the media and non-government organizations alongside self-interest groups were satisfied that change would be imminent, that postclosure seemed a real possibility.

B   Methodology

1    Primary and Secondary Sources of Evidence

The DNA controversy involved disputes among DNA scientific experts but it was not always confined to this group. Especially in the postclosure period, active participants included lawyers, judges, police employees, legal scholars, government officials, and science writers.
 The sources of evidence
 employed in this research project were multipronged, including both primary and secondary sources of law. The primary sources of law included: U.K. legislation (Acts of parliament relating to the PACE especially but many others also), delegated legislation (regulations related to the NDNAD such as the Exceptional Case Procedure for Removal of DNA), court judgments (a study of the S and Marper v. United Kingdom cases right through from the Administrative Court, Court of Appeal, House of Lords, and European Court of Human Rights). The primary sources of evidence provide a source for the law itself where interpretation is more defined within the confines of statutes and precedence. The bias of the researcher is said to be limited in the use of primary sources of evidence.

Secondary sources of law used in this research included discussions related to the ECtHR judgment of S and Marper v. United Kingdom, including the European Convention on Human Rights. Other secondary sources of law included Hansard official reports which are proceedings in both Houses including debates involving parliamentarians. Academic legal commentary in the form of journal articles was conducted via searching the Westlaw online database which provided access to U.K. case law and Europe wide journal papers. Books and conference papers were also used extensively between the dates of 1985 when DNA was discovered by Sir Alec Jeffreys and November 2009 almost one year after the ECtHR judgment. In fact, one of the major contributions of this paper is that it offers one of the most exhaustive bibliographies related to the U.K.’s implementation of the NDNAD and its implications using the S and Marper case as its focus, in total some 1 000 bibliographic references. 

Given the nature of the project, and the conceptual framework employed, it was simply not enough to review the works of legal scholars but also to make use of Internet-based research, for example, by searching the Nuffield Council on Bioethics, Genewatch U.K., Liberty, Black Mental Health, Privacy International, Statewatch, the Genetic Interest Group, and the NDNAD Ethics Group web sites. Over 500 pieces of popular media, in the form of newspapers, online forums and blogs were incorporated into this paper demonstrating the importance of the role of the media in questioning the overgrown NDNAD in the U.K. Media reports were also supplemented with important non-government organization (NGO) and self-interest group literature and commentary which provided a wealth of information to counter-balance judgments delivered by their lordships and justices in U.K. Courts. Opinions were also sort from specialist policing agencies and associations, such as those from the Forensic Science Service (FSS), the Association of Chief Police Officers (ACPO), and the National Black Police Association (NBPA). 

2    Data Analysis

Having read and analysed the sources of evidence gathered, the researcher felt there was one voice that had been under-represented in the S and Marper v. United Kingdom commentary online and in print. It was a key legal expert who could act in the capacity to validate the findings of the primary and secondary sources of evidence and to also provide new evidence in light of his first hand knowledge of the S and Marper v. United Kingdom case. The researcher approached Mr Peter Mahy of Sheffield in the U.K. for a structured interview
 containing thirty questions and he agreed to the one hour full length interview which was conducted on the 10th of October 2009 (a full transcript is available in Appendix 1). Mr Mahy is the solicitor who acted for the claimant in the S and Marper v. United Kingdom case, fighting a more than seven year battle to win the case finally in the ECtHR. Mr Mahy is the Head of the Civil Liberties department at Howells LLP where there are about 300 staff mainly doing legal aid work. He holds an honours law degree from Sheffield University and a Masters in Criminology from the University of Cambridge. He completed his Legal Practice Course at the University of Northumbria, Newcastle and joined Howells in 1996, qualifying in 1998. Mr Mahy provided an exclusive first hand account of the end-to-end process and a rich aspect to the research findings which cannot be found elsewhere in the literature.

3    Research Questions

The research asks a number of direct and indirect questions:

1. How are biometrics (fingerprinting and DNA profiling) used in the field of criminal law?

2. What are the legal, ethical and social concerns related to criminal identification databanks?

3. What historical factors led to the implementation of the NDNAD in the U.K.?

4. How did the PACE change over time and what were the implications of the legislative changes on the U.K. population?

5. To what extent is the NDNAD in the U.K. overgrown and how can we quantify this blanket coverage databank?

6. Why was the S and Marper v. United Kingdom case rejected in U.K. courts and awarded a unanimous 17-0 judgment at the ECtHR?

7. How should we interpret the principle of proportionality and the margin of appreciation and the rights of children in the context of the ECtHR judgment?

8. What are the implications of the S and Marper v. United Kingdom judgment both in the U.K. and the EU more broadly?

In analyzing the plethora of material gathered as evidence for this study, the researcher had several forms of data, including: hard copy data in the form of books etc, soft copy data in the form of Internet research conducted (e.g. in PDF and HTML) and online database articles, and also a digital transcription of a primary interview. As the researcher read the references she attempted extensive notetaking with a base file between the months of September and October 2009. These notes, which were deemed important summaries of works, took the form of some 30 000 words in digital format. The next step taken was to digest these summaries into categories and to interpret the data in terms of common themes along a historical timeline. The historical view fits in very well with the STS and L&S conceptual framework adopted for the study. The researcher then attempted to synthesise the data into the overall portrait of the case.
 This was a purely qualitative process and required an iterative approach towards refinement. The research findings are illustrated widely with twenty six figures and tables, most of which are original interpretations of the current state of play in the U.K. Methods of data analysis in qualitative research include: timelines, lists, pros and cons views, bullet point checklists. However, metadata quantifiable analysis was also briefly conducted in relation to finding out the current statistics of the NDNAD and a number of pie charts and tables are provided with figures found on Hansard. Some content analysis specific work was also conducted on the 500 media releases that were downloaded from the Proquest and Factiva online databases and these can be found in Appendix 2. Content analysis
 identifies specific characteristics from the literature and shows the frequencies of concepts and their relationships in the form of concept diagrams called maps. The program used to generate the concept maps was Leximancer.

This research project can be considered reform-oriented research. It considers the above-mentioned questions, and problems related to existing laws on policing powers in the U.K. and it attempts to propose new ways for improvement. The researcher focuses on providing a consensus view of all stakeholders but with a focus on the ‘the public.’ Given that the U.K. Government will be shortly responding to the consultation submissions of Keeping the Right People on the DNA Database, the project is very timely. The research is also partly doctrinal in that it does systematically examine the PACE in the U.K. and empirical in that a primary interview was conducted with a single key informant participant.
 From a theoretical standpoint, the research findings also challenge the ideas of closure and postclosure as used by STS and L&S studies commentators. It is difficult to see how there will ever be finite closure or even postclosure in the DNA controversy.

II  What is Biometrics?
As defined by the Association for Biometrics (AFB) a biometric is “...a measurable, unique physical characteristic or personal trait to recognize the identity, or verify the claimed identity, of an enrollee.” The physical characteristics that can be used for identification include: facial features, full face and profile, fingerprints, palmprints, footprints, hand geometry, ear (pinna) shape, retinal blood vessels, striation of the iris, surface blood vessels (e.g., in the wrist), and electrocardiac waveforms.
 Other examples of biometric types include DNA (deoxyribonucleic acid), odour, skin reflectance, thermogram, gait, keystroke, and lip motion. Biometrics have seven characteristics: they are universal in that every person should possess that given characteristic; they are unique in that no two persons should have the same pattern; they are permanent in that they do not change over time; they are collectable and quantifiable; there is performance in that the measure is accurate, it is acceptable to users; and circumventing, meaning that the system of identification cannot be duped.
 The two most popular methods of identification today in criminal law, when direct evidence is lacking such as a first hand eyewitness account, are fingerprinting and DNA.
A   What is Fingerprinting?

Fingerprints are classified upon a number of fingerprint characteristics or unique pattern types, which include arches, loops and whorls.
 If one inspects the epidermis layer of the fingertips closely, one can see that it is made up of ridge and valley structures forming a unique geometric pattern. The ridge endings are given a special name called minutiae. Identifying an individual using the relative position of minutiae and the number of ridges between minutiae is the traditional algorithm used to compare pattern matches. As fingerprints do not change from birth until death unless they are accidentally or deliberately deformed, it is argued that they can provide an absolute proof of identity. The science of fingerprint identification is called dactyloscopy.

1    Fingerprinting as Applied to Criminal Law

Fingerprints left behind at the scene of a crime can be used to collect physical evidence for the purposes of human identification. They have the capacity to link a person (e.g. a suspect) to a particular location at a given time. This can happen in one of two ways: (i) the suspect’s fingerprints are taken and cross-matched with those fingerprints found at the scene of a crime; or (ii) a successful match is found using computer technology to compare the fingerprints found at the scene of a crime with a database of previous offenders. It should be noted that fingerprinting in criminal law is not new. Manual standards for instance existed since the 1920s when the FBI (Federal Bureau of Investigation) in the U.S. started processing fingerprint cards. These standards ensured completeness, quality and permanency. 
By the early 1970s due to progress in computer processing power and storage, and the rise of new more sophisticated software applications, law enforcement began to use automatic machines to classify, store, and retrieve fingerprint data. The FBI led the way by introducing the Integrated Automated Fingerprint Identification Systems (IAFIS) that could scan a fingerprint image and convert the minutiae to digital information and compare it to thousands of other fingerprints.
 Today, very large computer databases containing millions of fingerprints of persons who have been arrested are used to make comparisons with prints obtained from new crime scenes. These comparisons can literally take seconds or minutes depending on the depth of the search required. Sometimes successful matches can be made, other times the fingerprints cannot be matched. When fingerprints cannot be matched it is inferred that a new offender has committed a crime. These ‘new’ prints are still stored on the database as a means to trace back crimes committed by a person committing a second offence and who is apprehended by direct evidence, thus creating a trail of criminal events linked back to the same individual with the potential to solve multiple crimes. Commonly a list of prints that come closest to matching that print found at the scene of a crime are returned for further examination by an expert who then deems which single print is the closest match. In recent years background checks are even conducted on individuals using fingerprints, as a means to gain employment such as in early childhood,
 or during the process of adoption or other security clearance requirements.

B   What is DNA?
DNA fingerprinting, DNA (geno)typing, DNA profiling, identity testing and identification analysis all denote the ability to characterize one or more rare features of an individual’s genome, that is, their hereditary makeup. DNA contains the blueprints that are responsible for our cells, tissues, organs, and body.
 In short it can be likened to “God’s signature.”
 Every single human has a unique composition, save for identical twins who share the same genotype but have subtly different phenotypes. When DNA samples are taken from blood cells, saliva or hair bulb specimens of the same person, the structure of the DNA remains the same. Thus only one sample is required as the basis for DNA profiling, and it can come from any tissue of the body.
 DNA fingerprinting was discovered in 1985 by English geneticist Dr Alec Jeffreys. He found that certain regions of DNA contained sequences that repeated themselves over and over again one after the other and that different individuals had a different number of repeated sections. He developed a technique to examine the length variation of these DNA repeat sequences, thus creating the ability to perform identification tests.

The smallest building block of DNA is known as the nucleotide. Each nucleotide contains a deoxyribose, a phosphate group and a base. When we are analyzing DNA structures it is the sequence of bases that is important for the purposes of identification.
 There are four bases through which a genetic code is described. These are: Adenine (A), Thymine (T), Guanine (G) and Cytosine (C). When trying to understand DNA sequences as they might appear in written form, consider that ‘A’ only binds with ‘T’, and ‘G’ only binds with ‘C’ (see figure 2 comparing row one and two). These base pairs are repeated millions of times in every cell and it is their order of sequence that determines the characteristics of each person. It is repetitive DNA sequences that are utilized in DNA profiling.
 So for example, in Figure 2 the base sequences of the two strands, known as the double helix, is written for a fictitious DNA sample. While the labels “5” and “3” have been included for illustrative purposes a sequence is written plainly as CTTAGCCATAGCCTA. From this sequence we can deduce the second strand given the rules for binding described above. Furthermore, in specific applications of DNA testing various polymorphisms may be considered which denote the type of repeat for a given stretch of DNA. For instance the tetranucleotide repeat is merely a stretch of DNA where a specific four nucleotide motif is repeated.
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Figure 2. A Typical DNA Sequence


1    DNA as Applied to Criminal Law

DNA profiling can be applied to a broad range of applications including diagnostic medicine, family relationship analysis (proof of paternity and inheritance cases), and animal and plant sciences.
 The most high profile use of DNA however is in the area of forensic science, popularised by modern day television series such as CSI Miami and Cold Case. Episodes from the series, such as “Death Pool”
 and “Dead Air,”
 allow members of the public to visualise how DNA evidence might be used to gather DNA evidence towards prosecution in a court of law. Although Hollywood is well known for its farcical and inaccurate representations, these episodes still do demonstrate the potential for DNA. DNA profiling illustrates the power to eliminate a suspect with a discrimination power so high that it can be considered a major identification mechanism.
 It is with no doubt that forensic DNA analysis has made a huge impact on criminal justice and the law since its inception in U.K. Courts with the 1988 investigation into the deaths of schoolgirls Lynda Mann in 1983 and Dawn Ashworth in 1986.
 Since that time, DNA has been used successfully in criminal law to help prove guilt or innocence,
 in family law to prove parentage, and in immigration law to prove blood relations for cases related to citizenship.’

In forensic DNA analysis today, mitochondrial DNA is used for identification, as nuclear DNA does not possess the right properties toward individual identification.
 According to Koblinsky et al. it is the moderately repetitious DNA that is of interest to forensic analysts. 

‘It has been shown that 99.9% of human DNA is the same in every individual. In fact, every individual’s DNA has a relatively small number of variations from others. It is that variation of 1 in every 1000 bases that allows us to distinguish one individual from another through forensic genetic testing.’
 

Similarly in the case of dactyloscopy, an individual’s DNA can be left behind at a scene of a crime or on a victim. When natural fibers are transferred through human contact, for example, from a perpetrator to a victim, or natural fibers sometimes microscopic in nature are left behind at a scene of a crime, they can be used for evidentiary purposes. The DNA found in hair for example, can be compared to hair specimens taken from a crime suspect or the DNA profile stored in an existing DNA databank. Synthetic fibers not containing DNA, such as threads from a piece of clothing worn by a perpetrator, can also be used to link a suspect to a crime. When fibers are transferred from one person to another upon physical contact it is known as the Locard exchange principle.

It is important to note that all physical evidence like DNA should only ever be considered circumstantial evidence. It is evidence that provides only a basis for inference about the claim being made, and can be used in logical reasoning to prove or disprove an assertion. In a criminal case, DNA alone cannot be used to prove someone’s guilt or innocence. Rather DNA may be able to point investigators to ‘what happened’, ‘the order of events that took place’, ‘who was involved’, ‘where an event took place’ and ‘how it might have taken place,’ and in that manner the forensic scientist is conducting a reconstruction by means of association (figure 3).
 Thus the job of an investigator is to put all the pieces of the puzzle together and to gather as much information as possible and from as many available sources of evidence including eyewitness accounts, physical evidence and archival records.
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Figure 3. A Theoretical Framework for the Discipline of Criminalistics

As more sophisticated techniques have emerged to analyse DNA samples taken at the scene of a crime (SOC), the lesser the mass of DNA that is needed for a correct reading. 

How much DNA do you need? Well it all depends on the richness of the sample. For instance, a 2002 US State Police handbook noted that a clump of pulled hair contained enough material for successful RFLP (Restriction Fragment Length Polymorphism) typing. A single hair root provided enough nuclear DNA for PCR STR (polymerase chain reaction short tandem repeat) typing, but not enough for RFLP. And a hair shaft contained sufficient mitochondria for successful mtDNA (mitochondrial DNA) typing, but was inadequate for PCR STR or RFLP typing.
 A blood, saliva, urine, bone, teeth, skin or semen sample could be considered a richer sample than a hair root for extraction purposes, but DNA analysis is all very much dependent on the level of degradation the sample has been exposed to. 

Environmental factors can be harmful to DNA that has been collected from a scene of a crime and can lead to issues relating to deterioration, destruction, or contamination of evidence which are all contestable issues a lawyer may have to deal with in a court of law.
 For instance, heat, moisture, bacteria, ultraviolet (UV) rays and common chemicals can contribute to the degradation process.
 This idea of the potential for a DNA sample to undergo degradation is very much linked to establishing a chain of custody. To get around such problems, experts have proposed bringing the laboratory closer to policing practice. The concept of “lab in a van” or “lab on a chip” (LOC) proposes the use of a mobile laboratory where analysis and interpretation of evidence is even possible at the scene of a crime.
 The technological advancement continues allowing for even very tiny biological substances to undergo DNA testing resulting in accurate identification. Even a cigarette butt which has saliva on it containing epithelial cells can be screened for DNA evidence.

C  Comparing DNA and Fingerprinting

To begin with, traditional fingerprinting classification techniques have been around a lot longer than DNA identification, although both fingerprinting and DNA have been part of the human body since the start of time. In its manual form, the Galton-Henry system of fingerprint classification first made its impact on the practices of Scotland Yard in 1901. So whereas fingerprint recognition can happen using manual methods, DNA testing can only happen using laboratory systems, even if this now takes the form of mobile lab on a chip testing units. DNA is also a pervasive and invasive biometric technique. That is DNA is owned by everyone, and DNA actually belongs to the internals of what makes up the body. For a DNA reading, a hair shaft has been detached from the scalp, teeth and skin and bones have to be ‘dismembered’ from the body, blood and urine and saliva is extracted from the body.
 

In most states, the police can take non-intimate samples if a person has been arrested for a serious recordable offence, and in other states DNA can be taken for offences such as begging, being drunk and disorderly and taking part in an illegal demonstration. In the U.K. DNA does not have to be directly relevant to investigating the offence for which a person is being arrested and they do not have to be charged before the sample is taken. The police are not allowed to take more than one successful sample from the same body part during the course of an investigation. The police can take an intimate sample only with a person's written consent even if they have been arrested. Fingerprints are different in that while belonging to the body, they are a feature on the body, and they are not the body themselves. Fingerprints are not skin, they are patterns appearing on the skin. Fingerprints also exclude a small portion of the population- those who do not have particular fingers, or hands, or arms, or may have fingers that have been severely deformed due to accidental or deliberate damage. Despite these differences, the claim is made by scientists that forensic DNA testing has emerged as an accurate measure of someone’s identification with reliability equal to that of fingerprint recognition.

1    Intimate and Non-Intimate Biometric Measures

The notion of “intimacy” is very much linked to literature on DNA, and not of biometrics in general. Although historically there has been some contention that a fingerprint sample is both “intimate” and “private”, the proliferation of fingerprint, handprint, and facial recognition systems now used for government and commercial applications, has rendered this debate somewhat redundant. This is not to say that the storage of personal attributes is not without its own commensurate risks but large-scale applications such as the United States’ Enhanced Border Security and Visa Entry Reform Act of 2002 mean that fingerprint, hand and facial recognition systems have now become commonplace. In fact, this trend promises to continue through multimodal biometrics, the adoption of several biometrics toward individual authentication. Few travellers question the right of authorities to be taking such personal details, and to be storing them on large databases in the name of national security. However sentiment was different prior to the September 11 terrorist attacks on the Twin Towers.
 

In 1997 biometrics were touted a type of personal data which was wholly owned by the individual bearer with statutory implications depending on the governing jurisdiction.
 It followed that a mandatory requirement by a government agency to collect and store fingerprint data may have been in breach of an individual’s legitimate right to privacy. In the U.S. at least, court cases on this issue have found consistently that certain biometrics do not violate federal laws like the Fourth Amendment. It seems that the:

“…real test for constitutionality of biometrics… appears to be based on the degree of physical intrusiveness of the biometric procedure. Those that do not break the skin are probably not searches, while those that do are”.

In the context of DNA we can almost certainly claim that there is “physical intrusiveness” of a different nature to the collection of surface-level fingerprints (figure 4). In the collection of blood samples we must “break” or “pierce” the skin, in the collection of saliva samples we enter the mouth and touch the inner lining of the mouth with buccal swabs, in the removal of a hair or clump of hair we are “pulling” the hair out of a shaft etc. And it is here, in these examples, where consent and policing powers and authority become of greatest relevance and significance.
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Figure 4. Finger “Prints” versus DNA “Samples” and Degrees of Physical Intrusiveness
In the world of DNA, there is a simple classification, followed by most law enforcement agencies that denote samples as either being of an “intimate” nature or “non-intimate” nature. In the British provisions of the original Police and Criminal Evidence Act of 1984 (PACE), section 65 defines intimate samples as: ‘a sample of blood, semen or any other tissue fluid, urine, saliva or pubic hair, or a swab taken from a person’s body orifice’ and non-intimate samples as ‘hair other than pubic hair; a sample taken from a nail or from under a nail; a swab taken from any part of a person’s body other than a body orifice.’
 Generally, it must be noted that at times police can take a sample by force but on other occasions they require consent. In Britain, prior to 2001, intimate samples from a person in custody were once only obtainable through the express authority of a police officer at the rank of superintendent and only with the written permission of the person who had been detained (section 62).
 Non-intimate samples could be taken from an individual without consent but with permission from a police officer of superintendent rank (section 63). In both instances, there must be reasonable grounds for suspecting that the person from whom the sample will be taken has been involved in a serious offence.
 And above reasonable grounds, there must be, theoretically at least, the potential to confirm or disprove the suspect’s involvement through obtaining a DNA sample.
 Over time Acts such as the PACE have been watered down leading to controversial strategic choices such as the trend towards growing national DNA databases at a rapid rate.

2    Continuity of Evidence

Policing and forensic investigative work, are no different to any other “system” of practice; they require to maintain sophisticated audit trails, even beyond those of corporate organizations, to ensure that a miscarriage of justice does not take place. However fingerprints are much easier attributes to prove a continuity of evidence than DNA which is much more complex. A fingerprint found at a crime scene, does not undergo the same type of degradation as a DNA sample. Thus it is much easier to claim a fingerprint match in a court of law, than a DNA closeness match. Providing physical evidence in the form of a DNA sample or profile requires the litigator to prove that the sample was handled with the utmost of care throughout the whole chain of custody and followed a particular set of standard procedures for the collection, transportation, and handling of the material. The proof that these procedures were followed can be found in a series of paper trails which track the movements of samples.
 

Beyond the actual location of the evidence, a continuity of evidence has to do with how a DNA sample is stored and handled, information related to temperature of the place where the sample was found and the temperature at the place of storage, whether surrounding samples to that being analysed were contaminated, how samples are identified and qualified using techniques such as barcode labels or tags, how samples were tested and under what conditions, and how frequently samples were accessed and by whom and for what purposes.
 When DNA forensic testing was in its infancy, knowledgeable lawyers would contest the DNA evidence in court by pointing to micro-level practices of particular laboratories that had been tasked with the analytical process. The first time that attention had been focused on the need to standardize procedures and to develop accreditation processes for laboratories and for personnel, was in the 1989 case People v Castro 545 N.Y.S.2d 985 (Sup. Ct. 1989). When DNA testing began it was a very unregulated field, with one commentator famously noting that: ‘clinical laboratories [were required to] meet higher standards to be allowed to diagnose strep throat than forensic labs [were required to] meet to put a defendant on death row.’
 But it must be said, given the advancement in quality procedures, attacks on DNA evidence, rarely focus on standards, and moreso whether or not standards were followed appropriately.

In the event that a defense lawyer attempts to lodge an attack on the DNA evidence being presented in a court of law, they will almost always claim human error with respect to the procedures not being followed in accordance to industry standards. Human error cannot be eradicated from any system, and no matter how small a chance, there is always the possibility that a sample has been wrongly labeled or contaminated with other external agents.
 Worse still is the potential for a forensic expert to provide erroneous or misleading results, whether by a lack of experience, a miscalculation on statistical probabilities or deliberate perjury. The latter is complex to prove in court. Some have explained away these human errors toward wrongful conviction as a result of undue political pressure placed on lab directors and subsequently analysts for a timely response to a violent crime.
 As Michaelis et al. note:
‘[i]n far too many cases, the directors of government agencies such as forensic testing laboratories are subjected to pressure from politicians and government officials to produce results that are politically expedient, sometimes at the expense of quality assurance… Laboratory directors are too often pressured to produce results quickly, or to produce results that will lead to a conviction, rather than allowed to take the time required to ensure quality results.’

Thus attacks on DNA evidence can be made by attacking the chain of custody among other strategies shown in Table 1. 

Table 1. Ways to Mitigate the Effect of DNA Evidence

	· New type of DNA test

· Expert not qualified to testify as to DNA results

· Laboratory not accredited

· Testing not performed by certified technicians

· Lack of discovery material or notice with respect to the admission of DNA evidence

· Improperly obtained DNA evidence

· DNA profile should have been purged from database

· Expert not qualified to testify as to statistics

· Statistics do not conform to standards accepted by the scientific community

· Irrelevant/improper database use

· Expert not qualified to testify as to statistics in context opinion is being offered

· Attacking laboratory techniques and conditions

· Attacking DNA test used

· Attacking chain of custody

· Attacking expert witness

· Contamination

· Attacking the choice not to employ several different DNA tests, including sequencing

· Preventing testimony regarding the ultimate issue

· DNA evidence is useful for exclusion, it cannot identify with certainty

· Objecting to testimony regarding defendant’s guilt


D   The Difference between Databases and Databanks

1    Of Profiles and Samples

In almost any biometric system, there are four steps that are required towards matching one biometric with another. First, data is acquired from the subject, usually in the form of an image (e.g. fingerprint or iris). Second, the transmission channel which acts as the link between the primary components will transfer the data to the signal processor. Third, the processor takes the raw biometric image and begins the process of coding the biometric by segmentation which results in a feature extraction and a quality score. The matching algorithm attempts to find a record that is identical resulting in a match score. Finally, a decision is made based on the resultant scores, and an acceptance or rejection is determined.
 At the computer level, a biometric image is translated into a string of bits, that is, a series of one’s and zero’s. Thus a fingerprint is coded into a numeric value, and these values are compared in the matching algorithm against other existing values. So simply put, the input value is the actual fingerprint image, and the output value is a coded value. This coded value is unique in that it can determine an individual profile.

With respect to the extraction of a DNA sample the process is much more complex, as is its evaluation and interpretation. A DNA sample differs from a fingerprint image. A sample is a piece of the body or something coming forth or out from the body, while in the case of fingerprints, an image is an outward bodily aspect. When a DNA sample undergoes processing, it is also coded into a unique value of As, Ts, Gs and Cs. This value is referred to as a DNA profile. Storing DNA profiles in a computer software program is considered a different practice to storing the actual feature rich DNA sample in a DNA store. Some members of the community have volunteered DNA samples using commercial DNA test kits such as “DNA Exam” by the BioSynthesis Corporation.
 For example, DNA Diagnostics Center states on their web site that one may: ‘…elect to take advantage of [the] DNA banking service without any additional charge if [one] orders a DNA profile’ and that the company will ‘store a sample of the tested individual’s DNA in a safe, secure facility for 15 years—in case the DNA sample is ever needed for additional testing.’
 

The controversy over storing “samples” by force in the crime arena has to do with the potential for DNA to generate information such as a person’s predisposition to disease or other characteristics that a person might consider confidential. It is the application of new algorithms or extraction/evaluation/interpretation techniques to an existing sample that is of greatest concern to civil liberties advocates. Profiles are usually unique combinations of 16 markers,
 they can only be used to match, and cannot be used toward further fact finding discoveries although some believe that you might be able to draw conclusions from profiles in the future. In a given population, there are several different alleles for any single marker and some of these may appear more frequently than others. The best markers are those with the greatest number of different alleles and an even distribution of allele frequencies.

2    Databases and Databanks

Although textbooks would have us believe that there is a clear-cut distinction about what constitutes a database as opposed to a databank, in actual fact the terms are used interchangeably in most generalist computing literature. Most dictionaries for example will define the term database without an entry for databank. A database is a file of information assembled in an orderly manner by a program designed to record and manipulate data and that can be queried using specific criteria. Commercial enterprise grade database products include Oracle and Microsoft Access. The International Standards Organisation however, does define a databank as being ‘a set of data related to a given subject and organised in such a way that it can be consulted by users.’
 This distinction is still quite subtle but we can extrapolate from these definitions that databases are generic information stores, while databanks are specific to a subject.

In the study of DNA with respect to criminal law, the distinction between databases and databanks is a lot more crystallized, although readers are still bound to be confused by some contradictory statements made by some authors. Still, in most cases, a databank is used to investigate crimes and to identify suspects, and a database is used to estimate the rarity of a particular DNA profile in the larger population.
 Databanks contain richer personal information related to samples, even if the identity of the person is unknown. For example, the databank can contain unique profiles of suspects and convicted criminals and content about physical crime stains and records of DNA profiles generated by specific probes at specific loci.
 Databases are much more generic than databanks containing information that is representative of the whole populace or a segment of the populace. For example, a database can contain statistical information relating to the population frequencies of various DNA markers generated from random samples for particular ethnic groups or for the whole population at large. Databanks contain rich personal data about offenders and cases
 but databases only contain minimal information such as the DNA profile, ethnic background and gender of the corresponding individuals.
The premise of the DNA databank is that DNA profile data of known offenders can be searched in an attempt to solve crimes, known as ‘cold cases’. They are valuable in that they can help investigators string a series of crimes together that would otherwise go unrelated, allowing for the investigator to go across space and time after all other avenues have been exhausted.
 With respect to violent crimes, we know that offenders are highly prone to re-offending and we also know that violent crimes often provide rich DNA sample sources such as bones, blood, or semen. Thus DNA left at the scene of a crime can be used to search against a DNA databank in the hope of a “close” match.
 The probative value of the DNA evidence is greater the rarer the DNA profile in the larger population set.’
 Different jurisdictions have different standards on the criteria for inclusion into DNA databanks and what attribute information is stored in individual records and who has access. In the United States for instance, different states have different rules, some allowing for DNA databanks to be accessed by law enforcement agencies alone, and others allowing for public officials to have access for purposes outside law enforcement.
 In the U.S. the CODIS (Combined DNA Index System) system was launched in 1998-99 by the FBI. It contains two searchable databases, one with previous offenders and another with DNA profiles gathered from evidence at crime scenes.
 In the U.K. National DNA Database (NDNAD) of Britain, Wales and Northern Ireland, each criminal justice (CJ) record contains very detailed information (see table 2) and profiles are searched against each other on a daily basis with close hit results forwarded on to the appropriate police personnel. It is quite ironic that the 1995 NDNAD is a databank but is so large that it is considered a database, as the word also appears in the NDNAD acronym.

Table 2. The NDNAD Database Attributes

	· Unique barcode reference number linking it to the stored DNA sample

· Arrest Summons Number, which links it to the record on the Police National Computer (PNC) containing criminal records and police intelligence information;

· the person’s name, date of birth, gender and “ethnic appearance” (as assigned by a police officer);

· information about the police force that collected the sample;

· information about the laboratory that analysed the sample;

· sample type (blood, semen, saliva, etc);

· test type;

· DNA profile as a digital code.


E   Legal, Ethical and Social Concerns

The collection, storage, and use of DNA samples, profiles and fingerprints raise a number of legal, ethical and social concerns. While some of the concerns for the collection and storage of an individual’s fingerprints by the State have dissipated over the last decade, the debate over the storage of DNA samples and profiles rages more than ever before. It was around the turn of the century when a number of social, ethical and legal issues were raised with respect to DNA sampling but councils or institutes through lack of knowledge or expertise could offer none or little in terms of a possible solution or way forward.
 At the heart of the techno-legal “controversy” is a clash of ideals coming from a collision of disciplines. For many medical practitioners working on topics related to consent or confidentiality, the legal position on DNA is one which acts as a barrier to important medical research. While few would dispute the importance of data protection laws and the ethical reasons behind balancing the right to privacy against other rights and interests, some in the medical field believe that the law has not been able to deal with exceptions where the use of DNA data could be considered proportionate, for instance, in the area of epidemiology. There are those like Iverson who argue that consent requirements could be relaxed for the sake of the common good. 

‘We are not arguing that epidemiological research should always proceed without consent. But it should be allowed to do so when the privacy interference is proportionate. Regulators and researchers need to improve their ability to recognize these situations. Our data indicate a propensity to over-predict participants’ distress and under-predict the problems of using proxies in place of researchers. Rectifying these points would be a big step in the right direction.’

Thinking in this utilitarian way, the use of DNA evidence for criminal cases, especially violent crimes, is something that most people would agree is a legitimate use of technology and within the confines of the law. The application of DNA to assist in civil cases, again, would seem appropriate where family and state-to-citizen disputes can only be settled by the provision of genetic evidence. Volunteering DNA samples to appropriate organizations and institutions is also something that an individual has the freedom to do, despite the fact that a large portion of the population would not participate in a systematic collection of such personal details. Voluntary donation of DNA sample usually happens for one of three reasons: (i) to assist practitioners in the field of medical research; (ii) to assist in DNA cross-matching exercises with respect to criminal cases; and (iii) to aid an individual in the potential need they may have of requiring to use their own DNA in future uses with any number of potential possibilities. For as Carole McCartney reminds us: 

‘Forensic DNA technology has multiple uses in the fight against crime, and ongoing research looks to expand its usefulness further in the future. While the typical application of DNA technology in criminal investigations is most often unproblematic, there needs to be continued vigilance over the direction and implications of research and future uses.’

It is in this parallel development that we can see an evolution of sorts occurring with the collection of highly intimate personal information. On the one hand we have the law, on the other hand we have medical discovery, both on parallel trajectories that will have overflow effects for each other. For many the appropriate use of DNA in the medical research field and criminal law field can only have positive benefits for the community at large. There is no denying this to be the case. However, the real risks cannot be overlooked. Supplementary industries can see the application of DNA in a plethora of programs, including the medical insurance of ‘at risk’ claimants to an unforeseen level of precision, measuring an individual’s predisposition to a particular behavioural characteristic for employment purposes,
 and the ability to tinker with the genes of unborn children to ensure the “right” type of citizens are born into the world. All of these might sound sci-fi-ish but they are all areas under current exploration.

For now, we have the ability to identify issues that have quickly escalated in importance in the DNA debate. For this we have several high profile cases in Europe to thank but especially the latest case which was heard in the European Court of Human Rights (ECtHR) on the 4 December 2008, that being S and Marper v. the United Kingdom.
 This landmark case, against all odds, acted to make the U.K. (and to some extent the rest of the world) stop and think about the course it had set itself on. For the U.K. this meant a re-evaluation of its path forward via a community consultation process regarding the decade old initiatives of the NDNAD. The main issues that the case brought to the fore, and those of its predecessor cases, can be found in summary in Table 3.

Table 3. Legal, Ethical and Social Issues Related to Use of DNA in Criminal Law
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Of greatest concern to most civil libertarians is the issue of proportionality and the potential for a disproportionate number of profiles to be gathered relative to other state practices towards a blanket coverage databank. Blanket coverage databanks can be achieved by sampling a populace, a census approach is not required. Maintaining DNA profiles for some 15-20% of the total population, means you could conduct familial searching on the rest to make associations between persons with a high degree of accuracy.
 This is not without its dangers, as it promotes adventitious searching and close matches that might not categorically infer someone’s guilt or innocence. In addition, the large databanks are not without their bias. Already police records are filled with the presence of minority groups of particular ethnic origin for instance, which can have an impact on the probability of a close match despite someone’s innocence. Being on the database means that there is a chance a result might list you as a suspect based on having a similar DNA profile to someone else.

The driving force behind such a campaign could only be achieved by obtaining DNA samples from persons (including innocents), either via some event triggering contact between an individual and the police or via an avenue at birth.
 Police powers have increased since world wide terrorist attacks post 2000 especially, and this has led to a tradeoff with an individual’s right to privacy.
 Notions of consenting to provide a DNA sample to law enforcement personnel have been challenged whereby the use of force has been applied. And not consenting to a sample being taken, even if you are innocent has its own implications and can be equally incriminating. So legislative changes have encroached on individual rights; whereby a warrant was once required to take a DNA sample from a suspect’s body based on reasonable grounds, today it is questionable if this caveat actually exists. It seems anyone coming under police suspicion in the U.K. will have their DNA taken.

Of a most sensitive nature is the collection of DNA samples for an indefinite period of time.
 In most countries, samples are taken and DNA profiles are determined and stored in computer databases, and subsequently samples are destroyed. The long-term storage of DNA samples for those who have committed petty crimes and not violent crimes raises the question of motivation for such storage by government authorities.
 There are critics who believe that the retention of samples is ‘an unjustifiable infringement on an individual's privacy.’
 Equally alarming is the storage of samples of innocents and also of those who are minors. Even more disturbing is the storage of samples with which no personal details have been associated. DNA databanks are not different to other databanks kept by the state- they can be lost, they can be accessed by unauthorized persons, and results can be misrepresented either accidentally or deliberately.
 The stakes however are much higher in the case of DNA than in fingerprinting or other application areas because the information contained in a DNA sample or profile is much richer in potential use. All of this raises issues pertaining to how changes in the law affect society, and how ethics might be understood within a human rights context.

Table 4. Social, Ethical and Legal Issues Pertaining to DNA Databanks Identified by National Institute of Justice in the United States in 2000

	1. Group and trait identification: Thus, a particular profile in a crime scene sample may be more probably in one group than in another. There is already much public discussion of “racial profiling.”

2. Identification of relatives: With 13 STR loci it is quite likely that a search of a database will identify a person who is a relative of the person contributing the evidence sample. Suppose a crime scene profile shows a partial match with someone in the database. Are law enforcement officers entitled to investigate the relatives?

3. Broadening the database: The largest database at present is that of convicted felons, usually perpetrators of major crimes. There is considerable interest in increasing the database to include persons convicted of lesser crimes or arrestees. In Britain everyone arrested for offenses that would lead to prison terms if convicted has a DNA sample taken at the time of arrest, but the profile is removed from the database if the person is not convicted. Inevitably, there will be the increasing possibility of broadening the database to include the general public. There would be many advantages, such as identification of persons or body parts after accidents, or discovery of kidnapped or lost people. At the same time, the risk to individual privacy would be enhanced and protection of anonymity would be harder. Balancing benefits and risks of population databases will continue to be a contentious issue in the future.

4. Saving DNA samples: At present, there is no clear overall policy as to what happens to the DNA sample after profiles are added to the database, but the majority of States now have sample storage policies. It can be argued that saving the DNA permits retesting and inclusion of additional loci, particularly newly discovered ones. This would be much more efficient than searching out the person, who may not even be living. On the other side, it is argued that the profiles are recorded and that this information is all that is needed, not the DNA itself. Furthermore, those fearful of invasion of privacy are concerned lest the DNA become available to unauthorized parties or otherwise be used in ways that would disclose information that ought to remain confidential.

5. Use of CODIS database for research: As the database enlarges and if it is broadened to include persons convicted of a larger variety of crimes, it might be possible that statistical studies of the databases cold reveal useful information.


III  The Rise and Rise of DNA in the United Kingdom

The Police and Criminal Evidence Act of 1984 (PACE) has undergone major changes since its inception. The PACE and the PACE Codes of Practice provide the core framework of police powers and safeguards around stop and search, arrest, detention, investigation, identification and interviewing detainees.
 In the month of December 2008, post the S and Marper ECtHR judgment, PACE underwent a review and changes were effective on the 31st of December 2008, however, more changes especially on the issue of the retention of fingerprints and DNA are forthcoming. According to the Home Office the changes expected in the PACE will be to ensure that the ‘right balance between the powers of the police and the rights and freedoms of the public’ are maintained.
 On reviewing the legal changes that have taken place since 1984 via a multitude of Acts, it can be said the United Kingdom (with the exception of Scotland) has, contrary to the claims of the Home Office, experienced a significant imbalance between the powers of the police and the rights and freedoms of the public. In the last 15 years, the rights and freedoms of the public have been severely encroached, and police powers significantly increased. A brief review of the major legislative impacts between 1984 and today will be reviewed below.
 They are summarized in a timeline in Figure 5.
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Figure 5. Changes to U.K. Legislation 1984-2008 that have Given the Police Greater Powers and have had an Impact on Fingerprint and DNA Retention

A   Legislative Changes Since 1984

PACE was introduced in 1984, one year prior to Dr Jeffrey’s discovery of DNA. Interestingly, PACE allowed for the police to ask a doctor to take a blood sample from a suspect during the investigation of a serious crime but only with their express consent. Thus a suspect had to volunteer or ‘agree’ to a blood sample being taken, it could not be taken by force. Even after Jeffrey’s discovery, there was limited use of blood samples for forensic analysis as tools and techniques were still in their infancy. The Single Locus Probe (SLP) technique which was in use in early DNA examinations had numerous limitations. While new SLP technology overcame some of these limitations, ‘the statistical evaluation of SLP DNA evidence brought a new set of problems, perhaps even more difficult to overcome than the preceeding technical limitations.’
 In sections 61-65 the original PACE classified blood samples and scrapings of cells from the inner cheek as intimate in nature. Hair samples (save for pubic hair) was the only type of non-intimate DNA sample that could be retained for forensic analysis without the permission of the suspect, and this on account of an investigation into a serious arrestable offence. Although this kind of DNA cut with scissors rarely provided enough of a good sample to conduct single locus probe (SLP) profiling, it was in the late 1980s that PCR (polymerase chain reaction) profiling could amplify and type a single strand of hair.
 This is when mass screenings of DNA samples were possible. To begin with there was great contention over the admissibility of DNA evidence in a court of law but this changed as commonplace errors and procedural issues were rectified, new more modern profiling techniques were introduced, and larger databases for statistical purposes became available.

A significant moment in the fight against crime in the United Kingdom came in 1993 after a Royal Commission on Criminal Justice.
 The Commision was set up because there was a feeling among the community that the criminal justice system was just not working well enough to convict the guilty and exonerate the innocent. Leading up to 1993, there were a number of high profile miscarriages of justice which weakened the public’s confidence in the criminal justice system, for example, the Birmingham Six, who had been jailed in 1974 for allegedly planting an IRA (Irish Republican Army) bomb that killed 21 people.
 One of the key recommendations coming from the Commision was the setting up of a national forensic DNA database. In the following year in 1994, the Criminal Justice and Public Order Act (CJPOA) introduced amendments to PACE and in 1995 the National DNA Database (NDNAD) was launched. At first, the Association of Chief Police Officers in England, Wales and Northern Ireland, believed that the system should have processed around 135 000 samples in the first year, but by the end of that year only one quarter of the original target had been loaded into the system due to significant procedural and technical teething problems related to the database. The expected annual rate was not reached until 1998 as police did not know how to fully exploit the new legislation.

One of the fundamental changes heralded by the CJPOA was the reclassification of particular types of DNA samples from intimate to non-intimate. Authorities knew too well from their limited experience with DNA since the mid-1980s, that ‘richer’ cellular samples were needed if a useable database of the size being projected was going to be possible. Saliva samples and mouth swabs became non-intimate samples, and it followed that non-intimate samples could be taken without the consent of the suspect.
 Furthermore, police could now conduct the procedure without the assistance of a trained doctor, and if needed by force. The sweeping changes did not stop there, the CJPOA also altered the rules regarding when a DNA sample could be taken. It was the first time that DNA samples could be taken from people who had not conducted serious arrestable offences but from those who had conducted recordable offences beyond the most trivial. If a suspect was found guilty then for the first time since the introduction of PACE, the DNA sample could be stored indefinitely. Only if a person was acquitted of a crime, or charges were dropped, would the sample data be destroyed.
 Minor legislative changes were introduced allowing for the cross-matching of DNA profiles across the whole of the U.K. in 1996 through the Criminal Procedure and Investigations Act, and in 1997 the Criminal Evidence (Amendment) Act enabled non-intimate samples to be taken from prison inmates who had been convicted of serious offences prior to the establishment of the NDNAD.

In 1997, there was a change of government and the Labour Party came to power and by 1999 Prime Minister Tony Blair announced the aggressive expansion of the NDNAD to contain some 3 million profiles by 2004.
 It was in 2001, post the Sept 11 attacks via the Prevention of Terrorism Act that DNA profiles which entered the database remained there indefinitely, even if the suspect was acquitted or charges were dropped. The PACE was impacted by these changes and even volunteers who had partaken in mass screenings or dragnets who had willingly provided their DNA samples remained on the database indefinitely.
 In 2003, under the Criminal Justice Act of s. 10 (amending s. 63 of PACE), those who were simply arrested or detained at a police station on suspicion of a recordable offence had their DNA sample taken. According to McCartney:
‘This enables police to take DNA samples from almost all arrestees and preempts technological advances which are expected to see mobile DNA testing kits in the coming years (by omitting the words 'in police detention'). It means that a sample (usually a cheek swab) can be taken upon 'reasonable suspicion' for an offence, regardless of whether it will indicate guilt or have any possibility of use during the investigation. The law, then, is explicit: anyone who comes under police suspicion is liable to have a DNA sample taken, searched against the samples on the NDNAD, and retained. The course that an investigation takes or whether a prosecution proceeds is of little, if any, significance.’

The Criminal Justice Act, was yet another extension of police powers of which no other nation state had the same freedom to gather and store such personal citizen information. By 2005, the Serious Organised Crime and Police Act extended the uses of the NDNAD to include the identification of deceased persons. By 2008, the Counter-Terrorism Act extended police powers to allow DNA and fingerprints to be taken from persons subject to control orders or those under secret surveillance in the interests of national security.
Numerous legal analysts have been critical of the changes that PACE has underwent since 1984- ironically the increase in police powers and the establishment of the NDNAD was originally introduced to increase public confidence in the criminal justice system and has alternatively eroded citizen trust in the state and impinged on the rights of every day Britons by going too far. Beattie is rather candid in her assessment of the changes, stating:

‘[there is] no statutory guidance for decisions about the retention of samples, no readily accessible mechanism whereby individuals can challenge the decision to retain their records (other than judicial review) and no independent oversight by a designated regulatory body.’

This assessment seems to strike at the very heart of the problem. With only a judicial route at one’s disposal to question current practices, an innocent citizen is left almost entirely powerless to battle against its own government. Of no greater example can we see this than in the DNA sample storage of juveniles between the ages of ten and eighteen, ‘230000 of whom were alleged to have been added following legislative changes in 2004, and of whom 24000 were taken from “innocent children” against whom no charges had been brought…’
 An utterly disturbing statistic, and one which rightly led to the accusation that the Labour government compiling a database by stealth.

It now seems that PACE “1984” really did lay the seeds to an Orwellian state. According to the most recent Government statistics, 7.39 per cent of the U.K. population has their DNA profiles retained on the NDNAD.
 This is an alarming figure when one considers that most other European states have less than 1 per cent of their population on their respective DNA database, and do not keep cellular samples but rather DNA profiles alone and for a defined period of time (table 5). The U.K. Government would possibly have us believe by these figures that they are dealing with an unusually high crime rate, but the reality is that the figures do not reveal the percentage of persons who have committed violent crimes as opposed to those who have committed petty crimes. Another problem with the NDNAD is that it is highly disproportionate in terms of its recording of citizens by ethnic background. The Guardian newspaper calculated that 37 per cent of black men and 13 per cent of Asian men in the nation are contained in the NDNAD, as compared to only 9 per cent of white men.
 Liberty have stated that 77 per cent of young black men had records on the NDNAD in 2006 and that black people in general were almost 4 times as likely to appear on the database as white people.
 
Table 5. Characteristics of Some National DNA Databases
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B   The National DNA Database

The U.K. National DNA Database (NDNAD) of England and Wales was launched in April of 1995 at the Forensic Science Service (FSS) laboratory. It took several years for Northern Ireland to be included in the NDNAD. Before launching the official database the FSS trialed a small-scale forensic database to ensure the validity of such a system. The FSS began developing DNA testing in 1987 and in 1995 achieved a scientific breakthrough, inventing a chemical that enabled DNA profiling which led to the establishment of the NDNAD.
 The NDNAD is the oldest and largest DNA database in the world with national legislation to foster and support its growth. The U.K. has also adopted a privatized model for forensic science services as related to the criminal justice system.
 This was not always the case however, as the FSS was once an agency of the Home Office. When it became FSS Ltd. it became a profit maximizing, government-owned company
 under almost exclusive contract to the Home Office in forensic services to the police.
 

Although the legislation that enabled the police to collect DNA samples, request the FSS to process them and to store DNA profiles on the NDNAD, the annual expected growth rate was not reached until the late 1990s. As one of the main strategic objectives of the NDNAD was to demonstrate a return on investment, the Home Office set out to detect more crimes and thus reduce overall crime rates in the hope of closing the justice gap.
 In April 2000, five years after the establishment of the NDNAD, the U.K. government announced the DNA Expansion Programme, aimed at getting all known active offending persons onto the database which at the time was estimated to be about 3 million people. The total government investment in the programme to March 2005 stood at £240.8 million which enabled police forces to increase the sampling of suspects and to recruit additional crime scene investigators, purchase the appropriate equipment, train more police etc.
 Old samples from 1995 to 1999 were also able to be reanalyzed.
 A portion of the profiles were updated to match upgrades in the system software of the NDNAD from the standard profiling software known as SGM (Second Generation Multiplex) which had an average discrimination power of 1 in 50 million, to SGM Plus profiles which was said to reduce the chance of an adventitious match as the size of the NDNAD inevitably increased fuelled by the funding from the Expansion Programme.

An adventitious match is the possibility that two different people would have a profile that was almost identical owing to a ‘false positive’ also know in statistics as an α (alpha) error. Thus an adventitious match shows a positive result for the matching of two persons (e.g. that of a crime scene sample, and that of a record on the NDNAD) when in actual fact there is no match at all. In the original NDNAD the risk of an adventitious match using the original SGM profiles was calculated to be 26 per cent but it has been claimed that since the introduction of the SGM Plus software, no adventitious matches have occurred.
 Sir Alec Jeffreys, however, has warned publicly that the genetic profiles held by police for criminal investigations are not sophisticated enough to prevent false identifications. ‘Dissatisfied with the discriminatory power of SGM Plus, Jeffreys recommends that following the identification of a suspect, the authority of the match should be tested by reanalyzing the sample at six additional loci.’
 Reanalysis of samples (whether volunteers, suspects, or those convicted) without consent, raises additional ethical questions however, even if it might indeed be able to exonerate a small number of individuals, if anyone at all.

The FSS are aware of the small possibility for an error but believes that the 10 markers currently stored on the database are sufficient.
 In their defense FSS claim that the NDNAD is simply a type of intelligence database, and ultimately one is not convicted on mere ‘intelligence’ but on multiple sources of evidence.
 Peter Gill of the FSS responded to Jeffreys concerns to the need to increase the number of markers for each profile by emphasizing that adventitious matches occur quite often when degraded samples are used and that the jury had to make up their mind based on numerous sources of evidence not just DNA evidence in isolation.
 For Jeffreys storing “unnecessary” personal information on the NDNAD, for instance of persons who have previously been wrongly suspected of a crime, will only act to over-represent certain ethnic minorities which could lead to resentment by some citizen sub groups. The other issue that Jeffreys raises is the potential to use DNA sample information at some time in the future, and the risks associated with the potential to reveal health information from those samples of which he is strongly opposed to the police gaining access to that kind of information.

Looking at some cross-sectional data of the NDNAD can provide us with a better feel for the size of this databank, which per capita, stores the largest number of DNA profiles for any given nation. By the end of March 2005, the Nuffield Bioethics Council reported that there were 3 million profiles stored on the NDNAD, an estimated 5.2 per cent of the U.K. population with 40 000 to 50 000 profiles being added monthly.
 Specifically, the police had retained 3 072 041 criminal justice (CJ) profiles, 12 095 volunteer profiles, and 230 538 scene-of-crime (SOC) profiles.
 The increase in loading samples of crimes was not just due to the Expansion Programme but also the legislative changes noted above via the Criminal Justice Act of 2003 and also the Serious Organised Crime and Police Act of 2005, and because of innovations in processing capabilities by the FSS. These legislative changes broadened the net of people who would now be added to the databank, in effect lowering the threshold for making it onto the NDNAD. From the perspective of the Association of Chief Police Officers, this was a positive because it meant getting offenders onto the database earlier in their criminal careers. By the end of December 2005, the NDNAD held around 3.45 million CJ and elimination profiles and 263 923 crime scene sample profiles.
 At that rate it was predicted that an estimated 25 per cent of the adult male population and 7 per cent of the adult female population would eventually enter the database.
 More sober estimates indicate that the overall number of persons to be admitted to the NDNAD would be a little over 10 per cent of the U.K. population.
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Table 6. A NDNAD Snapshot using Year-End 2007 Data

	


1    Current NDNAD Statistics

The most recent NDNAD statistics were made public during a parliamentary debate in October of 2009.
 Here new figures from between 2007 and 2009 were tabled. Figure 6 is based on the data that was presented and shows that at the end of March in 2007, there were about 151 882 DNA profiles of persons between the ages of 10 and 15 on the NDNA which constituted about 3 per cent of all DNA profiles. There were 206 449 DNA profiles of persons between the age of 16 and 17 equating to about 5 per cent of all DNA profiles. Not counting children under the age of 10 whose DNA profiles are stored on the NDNAD, we can estimate that about 9 per cent of the profiles on the NDNAD are of persons under the age of 18. These are numbers that have the wider community, especially civil liberties groups, other self-interest groups and key non-government organizations (NGOs) expressing deep concern over the widening retention of persons for inclusion on the NDNAD. The matter has now gone through judicial review and while the U.K. courts refused to acknowledge the rights of innocents or those of young children or those who have been acquitted of a crime from entering the NDNAD, the European Court of Human Rights (ECtHR) ruled otherwise.
 The S and Marper v. United Kingdom will be the focus of the next section of this paper. 

	[image: image12.emf]1984 1988 1992 1996 2000 2004           2008

1984:

Police allowed to ask doctors 

to obtain a blood  sample  to use for 

DNA testing to help with the 

investigation of serious crimes, with 

the consent of volunteers. 

1993:

The Royal Commission on Criminal Justice 

recommended that a forensic DNA database be 

established. The database was proposed as a more 

objective form of forensic  identification, with potential 

to eliminate suspects as to secure convictions.

1994:

The Criminal Justice and Public Order Act (CJPOA) 

enabled the NDNAD to be established. The Act changed the 

rules around collecting tissue samples by reclassifying saliva 

samples and mouth swabs as non-intimate and changing the 

circumstances in which a non-intimate sample could be taken 

without consent. This meant the police could now take samples 

without assistance from a doctor and could collect mouth 

scrapes and hair roots by force if necessary. The Act changed 

the rules around the type of offence, from any 'serious, 

arrestable' offence to any 'recordable' offence (these include all 

but the most trivial offences) which greatly widened the pool of

suspects. The law stated that if a person was subsequently 

found guilty, their information could be stored on the database 

and their sample kept indefinitely; if they were not charged or 

were acquitted, the data and the sample had to be destroyed.

1997:  The Criminal Evidence (Amendment) Act allowed non-

intimate samples to be taken without consent from individuals 

who were still in prison having been convicted for a sex, violence 

or burglary offence prior to the NDNAD being set up in 1995.

2001: 

The Criminal Justice and 

Police Act 2001 amended the 

Police and Criminal Evidence Act 

1984 (PACE) to allow all samples 

(and fingerprints) collected in 

England, Wales and Northern 

Ireland to be retained indefinitely, 

irrespective of whether the person 

had been acquitted. Another 

amendment also allowed samples 

to be retained indefinitely from 

volunteers taking part in mass 

screenings, on the condition that 

they had freely given their consent.

2003:

The Criminal Justice Act 2003 

extended police powers once again 

to allow DNA profiles, fingerprints to 

be taken without consent simply 

arrested on suspicion of recordable 

offence. Includes trivial offences. 

2005:

The Serious 

Organised Crime 

and Police Act 2005 

extended the uses 

of the National DNA 

Database to include 

the identification of 

deceased persons 

or body parts.

2008: 

The Counter-

Terrorism Act 2008 

extended police 

powers to allow DNA 

and fingerprints to be 

taken from persons 

subject to control 

orders; to be collected 

during any authorised

secret surveillance & 

retained indefinitely; to 

be searched against 

material held Security 

Service; 'in interests of 

national security'.

1984 1988 1992 1996 2000 2004           2008

1984:

Police allowed to ask doctors 

to obtain a blood  sample  to use for 

DNA testing to help with the 

investigation of serious crimes, with 

the consent of volunteers. 

1993:

The Royal Commission on Criminal Justice 

recommended that a forensic DNA database be 

established. The database was proposed as a more 

objective form of forensic  identification, with potential 

to eliminate suspects as to secure convictions.

1994:

The Criminal Justice and Public Order Act (CJPOA) 

enabled the NDNAD to be established. The Act changed the 

rules around collecting tissue samples by reclassifying saliva 

samples and mouth swabs as non-intimate and changing the 

circumstances in which a non-intimate sample could be taken 

without consent. This meant the police could now take samples 

without assistance from a doctor and could collect mouth 

scrapes and hair roots by force if necessary. The Act changed 

the rules around the type of offence, from any 'serious, 

arrestable' offence to any 'recordable' offence (these include all 

but the most trivial offences) which greatly widened the pool of

suspects. The law stated that if a person was subsequently 

found guilty, their information could be stored on the database 

and their sample kept indefinitely; if they were not charged or 

were acquitted, the data and the sample had to be destroyed.

1997:  The Criminal Evidence (Amendment) Act allowed non-

intimate samples to be taken without consent from individuals 

who were still in prison having been convicted for a sex, violence 

or burglary offence prior to the NDNAD being set up in 1995.

2001: 

The Criminal Justice and 

Police Act 2001 amended the 

Police and Criminal Evidence Act 

1984 (PACE) to allow all samples 

(and fingerprints) collected in 

England, Wales and Northern 

Ireland to be retained indefinitely, 

irrespective of whether the person 

had been acquitted. Another 

amendment also allowed samples 

to be retained indefinitely from 

volunteers taking part in mass 

screenings, on the condition that 

they had freely given their consent.

2003:

The Criminal Justice Act 2003 

extended police powers once again 

to allow DNA profiles, fingerprints to 

be taken without consent simply 

arrested on suspicion of recordable 

offence. Includes trivial offences. 

2005:

The Serious 

Organised Crime 

and Police Act 2005 

extended the uses 

of the National DNA 

Database to include 

the identification of 

deceased persons 

or body parts.

2008: 

The Counter-

Terrorism Act 2008 

extended police 

powers to allow DNA 

and fingerprints to be 

taken from persons 

subject to control 

orders; to be collected 

during any authorised

secret surveillance & 

retained indefinitely; to 

be searched against 

material held Security 

Service; 'in interests of 

national security'.


Figure 6. DNA Profiles on the NDNAD by Age as of end March 2007


Beyond the problem of children on the NDNAD is the disproportionate number of persons of other ethnic appearance
 outside white Europeans who have had their DNA sample taken and analysed and stored indefinitely. The NDNAD does not record detailed data about one’s ethnicity but it does categorise an individual into one of six ethnic origins based on appearance. These categories include: White-South European, White-North European, Asian, Black, Chinese Japanese or South East Asian, Middle Eastern and one more category referred to as Unknown. At first glance the numbers in Figure 7 show that about 77 per cent of the DNA profiles on the NDNAD have come from “White-Europeans” (summing both the South and North White European categories) and only 7 per cent from “Blacks” and about 5 per cent from “Asians”. But one should not look at these percentages on face value. Relatively speaking, when one analyses these numbers along-side census data, the truer picture emerges. Blacks and Asians do not make up the largest ethnic portion of the U.K. and thus a figure of 7 per cent of Blacks on the NDNAD means that more than 37 per cent of the Black male population in the U.K. have their DNA profile recorded on the NDNAD, and 5 per cent of “Asians” means that about 13 per cent of the Asian population have their DNA profile recorded on the NDNAD. This is compared with only 9 per cent of the total White population that is on the NDNAD.
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Figure 7. DNA Profiles on the NDNAD by Ethnic Appearance as of end March 2007

Some groups refer to this kind of disproportionate ethnic presence on the NDNAD as institutionalized racism. Institutionalized racism can be defined as ‘that which, covertly or overtly, resides in the policies, procedures, operations and culture of public or private institutions - reinforcing individual prejudices and being reinforced by them in turn.’
 It is a structured and systematic form of racism built into institutions. While this researcher would not label the disproportionate ethnic representation in the NDNAD as racism, she does acknowledge that minority ethnic populations, particularly black men, do not stand to benefit from the current U.K. legislation, but rather the legislation has been to the detriment of minority groups. According to National Black Police Association of the U.K. black men are four time more likely to be stopped and searched than white men. They are also more likely to be arrested and released without charge, let alone convicted, and without being compensated for their ordeal. The NDNAD statistics seem to suggest that black males are more likely to offend than white males, which is a fallacy. And this kind of feeling among the community of the Black Ethnic Minority (BEM) may not only provoke great mistrust in the U.K. police and the Government but also strong resentment toward future life opportunities and freedoms, a feeling echoed by Sir Jeffreys. It also means that less competent officers may be inclined, whether mindfully or not, to draw in ethnic minorities in general because they are the “usual” suspects in crimes.
 The most up-to-date figures on the profiles that constitute the NDNAD by gender, age and ethnicity can be found in Table 7, which is an adapted version of the data that was tabled in Hansard 27 October 2009 Col292W.

Of the greatest injustice of the U.K. legislation related to the collection and storage of DNA samples and profiles however, is the fact that at least 857 000 innocent people remain on the NDNAD who have not been convicted of crime and who may never be convicted of a crime.
 Living in this state of apprehension of any one of those people, is quite incomprehensible. For some, such an ordeal would almost certainly lead to a feeling of bitterness or dislike or hatred for the State and especially the U.K. Police, for that individual who was wrongly apprehended. Among the one million innocent people whose DNA sample has been taken are an estimated 100 000 innocent children.
 What are these persons to think and feel? What does it mean about their future, or employment opportunities requiring security checks? And how might their experience with Police impact them later in life? Psychologists will always point out that someone treated like a criminal may retaliate as if they were one: ‘[b]ecause it feels like someone is punishing us by making us feel guilty, we often have an urge to retaliate against those who do.’

But beyond the psychological repercussions on the individual stemming from what some refer to as “emotional pollution”, it is the effort that a person must go through to get their details removed from the NDNAD,
 a process that was almost impossible until the S and Marper ECtHR judgment. Since 2004, in England, Wales and Northern Ireland records are removed and DNA destroyed only under ‘exceptional circumstances’.
 And given the profiles on the NDNAD belong to individual police forces, innocents whose profiles remain on the NDNAD and who wish to have them removed need to appeal to their Constabulary,
 although most recently ACPO have asked officers to ignore the ECtHR ruling.

At the end of March 2009, Lord West of Spithead noted that the NDNAD contained DNA profiles and linked NDA samples from approximately 4 859 934 individuals included by all police forces, of which an estimated 4 561 201 were from English and Welsh forces (more than 7 per cent of the U.K. population).
 This figure should be compared with those cited on the 27 October 2009 in Parliament which indicated that at the end of March in 2008 there were a total of 5 056 313 profiles on the NDNAD and as of 2009 for the same period there were 5 617 112 (see Table 7).
 According to the latest population statistics obtained from the Office for National Statistics,
 there are about 61.4 million people residing in the U.K., which means that the NDNAD contains profiles of more than 8.36 per cent of the total population in the United Kingdom. This figure is rather conservative an estimate when one considers that Scotland has a different legislative requirement regarding the retention of DNA profiles.

Why these specifics are important is because they indicate a number of things. First, the size of the U.K. databank is growing at over 560 000 profiles per annum which is at keeping with the rate of 40 000 to 50 000 samples per month. Secondly one in nine persons in England, Wales and Northern Ireland is registered on the databank. Thirdly, and more to the point, there are 507 636 DNA profiles which are of unknown persons. This either means that these samples have been collected at crime scenes and have not been individually identified alongside ‘known’ persons or that potentially errors exist in the NDNAD itself. Here an important complementary factor must be underscored in support of the latter claim. If we are to allege that 507 636 profiles came from scenes of crime (SOC) where the individual has not been identified since April 1995 then we also need to understand that: 

‘only 5 per cent of examined crime scenes result in a successful DNA sample being loaded onto the NDNAD, and only 17 per cent of crime scenes are examined, meaning that just 0.85 per cent of all recorded crime produces a DNA sample that can be tested (NDNAD 2003/04: 23)…’

Thus it is very rare for a perpetrator of a serious crime to leave body samples behind unless it is saliva on a cigarette butt or a can of drink or in more violent crimes such as sexual assaults, semen or some other bodily stain sample. In the case of some violent crimes like sexual assault, 

‘most victims do not, and are unlikely to begin, reporting to police. Many of these who do report do so too late for DNA profiling to be an option. Of those who do report in time, the occurrence of sexual intercourse is often not an issue in dispute. The existence or non-existence of consent will be the critical matter. DNA profiling can offer nothing to resolve this problem. However, in the case of serial rapes or where there is no real doubt about identity of the assailant, DNA profiling potentially has a great deal to offer.’

	Table 7. Most Recently Released NDNAD Profile Statistics by Gender and Ethnic Appearance (Compare 2008 and 2009). Source: Hansard 27 October 2009 Col292W  [image: image4.emf]Gender Ethnic appearance

Current 

age as at 31 

March 

2009

Profiles 

retained at 

31 March 

2009

Profiles 

retained at 

31 March 

2008

 10-15 1,855 2,929

 16-17 4,116 5,099

 18+ 89,878 83,266

 10-15 914 888

 16-17 1,598 1,384

 18+ 33,839 27,807

 10-15 2,859 2,902

 16-17 4,274 4,109

 18+ 76,008 63,843

 16-17 203 199

 18+ 9,340 7,472

 10-15 70 50

 16-17 89 84

 18+ 3,290 2,689

 10-15 32,912 36,756

 16-17 52,699 53,528

 18+ 813,093 701,320

 10-15 636 617

 16-17 868 721

 18+ 17,621 14,330

 10-15 4,537 7,313

 16-17 10,139 13,538

 18+ 382,983 360,727

 10-15 4,314 4,281

 16-17 7,625 7,275

 18+ 244,229 208,640

 10-15 7,277 7,038

 16-17 11,242 11,062

 18+ 310,471 274,282

 10-15 216 197

 16-17 443 378

 18+ 25,019 20,168

 10-15 500 323

 16-17 999 739

 18+ 36,300 30,467

 10-15 72,265 81,248

 16-17 109,096 114,249

 18+ 3,115,325 2,790,097

 10-15 1,335 1,187

 16-17 1,921 1,690

 18+ 82,818 70,090

 10-15 45 46

 16-17 73 258

 18+ 34,449 34,460

 10-15 18 17

 16-17 34 48

 18+ 591 476

 10-15 44 26

 16-17 33 34

 18+ 487 376

 10-15 1 1

 16-17 2 2

 18+ 83 72

 10-15 1 1

 16-17 4 2

 18+ 106 94

 10-15 336 419

 16-17 458 475

 18+ 4,868 4,289

 16-17 5 11

 18+ 164 122

TOTAL 5,617,112 5,056,313

 10-15 83

 10-15 11
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Asian
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Chinese, Japanese or SE Asian

Middle Eastern
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Asian
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2    Of Dragnets and Mass Screenings

In cases where heinous violent crimes have occurred, often of a serial nature, local police have conducted mass DNA screenings of the population in and of surrounding neighbourhoods of the scene of the crime.
 It becomes apparent to local police that a mass DNA screening is required when it seems that the crimes have been conducted by a single person nearby, given the trail of evidence left behind and other intelligence information. A DNA mass screening was used in the very first case where DNA was used to convict an individual.
 Mass screenings are now termed intelligence-led screens and the subtle change in nuance as of 1999 was of great importance to how the U.K. perceived its use of DNA evidence in criminal cases. In a talk on DNA technology, Lynn Fereday of the FSS said in 1999 that: 

‘[t]he screens now are a routine method of policing. This is a major way of saving police resources. What happens is that once a crime is being investigated, and DNA evidence has been found, police immediately do a scoping of who or what area they have to screen. They decide on a select area, and they then look for volunteers in that area. One of the first cases involved a murder of the young girl using STRs…The interesting thing about the mass screens is that although there seem to be some unease about continuing with them here, people are volunteering constantly. They volunteer for a reason, because they know they are innocent. They have nothing to fear, and we will end up with crime detection.’

Of course, such comments come from an employee of the FSS. Examples of very early mass screenings in the U.K. can be found in DNA user conferences.
 There is no denying that mass screenings have led to convictions of perpetrators who would have otherwise gone unnoticed but the statement that people volunteer because they are “innocent” or they “have nothing to fear” is not entirely true.
In her landmark paper in 2006, Carole McCartney described Operation Minstead where the police profiled 1 000 black men in South London in the hunt for a serial rapist, and then requested each of them to volunteer a DNA sample. McCartney writes:

‘Of those, 125 initially refused, leading to 'intimidatory' letters from the police, urging re-consideration, and five were arrested, their DNA taken post-arrest and added to the NDNAD. Such actions have raised questions of legality, with arrests only lawful with 'reasonable suspicion' of an individual having committed a criminal act. If the police are to arrest on non-compliance with a DNA request, then that casts non-compliance as a crime--a step that worries civil libertarians and may lose the spirit of cooperation essential in these circumstances.’

	Table 8 shows an example of a prioritisation grid to deal with DNA intelligence led screen actions. While it is an early example of a grid, and today’s practices are much more sophisticated in manner, it does indicate why an individual approached to volunteer a DNA sample by the police might refuse to do so. Being targeted to donate a sample by the police in a mass screen such as Operation Minstead means you are under some suspicion and fall into one of the priority areas of concern. If you are indeed innocent of a crime, you may refuse to donate a DNA sample for any number of reasons, among which could be a basic right not to be insulted particularly by the State. An individual resident who lives in a mass screen prioritization area and meets the criteria of any number of priorities might feel like they are being presumed guilty, and may not trust technology to prove them innocent, or may even fear being accidentally matched to a crime they did not commit.
Table 8. A Prioritisation Grid to Deal with DNA Intelligence Led Screen Actions
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Now while the police can ask any person in the U.K. to volunteer a DNA sample, there is some controversy related to what happens with a sample once it is analysed and an individual is proven to be innocent. If an individual has been eliminated from enquiries then the question remains whether or not their DNA profile should be retained on the NDNAD. According to Genewatch:

‘[i]n these cases, people can consent to having their DNA used only for the inquiry, or give an additional signature if they agree to having their DNA profile added to the database. In Scotland volunteers can change their minds and ask to be removed from the Database, but this is not possible in England and Wales. However, the NDNAD Ethics Group recommended in April 2008 that volunteers should not have their DNA added to the Database at all, and their DNA should be destroyed when the case has ended. This recommendation is likely to be implemented because there is no evidence that adding volunteers' DNA to the database is helping to solve crimes.’

Still this practice has yet to be implemented categorically and the claim remains that innocent people should be kept off the NDNAD.
Statistics presented by the Home Office will always tout suspect to scene matches and scene to scene matches and provide the numbers of murders, rapes and car crimes where suspects are identified but it is very important to note that not all successful matches result in a conviction or even in an arrest.
 So while statistics might seem to indicate that the NDNAD is returning value for money, overall crimes rates in the U.K. have not been reduced,
 and the number of persons convicted using DNA evidence remains relatively moderate based on previous years reports. The FSS and the Government will always seek to show that the NDNAD has been an excellent evidential tool that has supported many successful prosecutions and provided important leads in unsolved “cold” cases
 but no matter how one looks at it, the storage of innocent persons DNA profiles should not be permitted.

C   Where Was the NDNAD Headed?

1    The Possibility of Blanket Coverage DNA Sampling of All Citizens

Putting the brakes on the NDNAD was not going to be easy. Several cases had been heard through various local courts but were unsuccessful in their attempts to have their clients’ fingerprints and DNA samples and profiles destroyed. Of course, some scientists working in the area of forensic analysis continued to dream of databases and databanks that ideally would contain the profiles of every person in the country.
 This was a view maintained by scientists not only within the U.K. but as far as the United States and even New Zealand. Although the overwhelming feeling among this community of experts was that such a database would ‘obviously never be compiled.’
 Still this goodwill does not halt the potential for DNA databases to become commonplace into the future. In 2005, Koblinsky et al. rightly predicted that more people would find themselves onto national DNA databases. They believed that it was likely:
‘…that legislation will be passed that will require juveniles who commit serious crimes to be included in the database. It is possible that eventually every citizen will be required to have his or her profile in a national database despite concerns about privacy issues and constitutional protections.’

Such attitudes must be understood within their context. It makes sense to forensic analysts and scientific literate commentators that a larger database would help to capture repeat offenders and thus reduce overall crime rates. Many would not debate the importance of DNA profiling for serious crimes, but there are issues with relating DNA profiling techniques in a mandatory fashion to the whole populace. Even the Nuffield Bioethics Council was allegedly supportive of the benefits of a universal database. According to Lynch et al. the Council:

‘…[found] that while the balance of argument and evidence presented in the consultation was against the establishment of a population-wide database, it recommend[ed] that the possibility should be subject to review, given its potential contribution to public safety and the detection of crime, and its potential for reducing discriminatory practices.’

In 2005, Koblinsky et al. wrote: ‘[a]s DNA analysis becomes more and more common in criminal investigations, there will come a day when millions upon millions of people will have been profiled.’
 Well, we no longer have to look into the future for the fulfillment of such prophecies- they are here now. There are millions upon millions of DNA samples and profiles stored in the U.K. alone and the U.S. too is now driving new initiatives onward the road of mass DNA profiling.
 The FBI’s CODIS
 database has 6.7 million profiles and it is expected that it will accelerate its DNA database from 80 000 new entries a year to 1.2 million by 2012. But it may not be criminal legislation that impacts on such outlandish figures. One day it is indeed possible that the medical research field will have such an impact on society that ‘…every citizen’s genetic profile may be stored in a national database. There are many who are concerned about the ramifications of a government agency maintaining such records. It is essential that all DNA data can be encrypted and protected from abuse or unauthorized access.’
 

Expanding databanks will clearly have an impact on civil liberties and individual privacy. And while there are those who believe such statements do a ‘disservice to a society suffering from a constant rise in violent crime,’
 the recent ECtHR ruling is proof enough that we need to reconsider the road ahead. But it is not scientists alone who are providing the impetus for even larger databanks, politicians or political commentators also are entering the debate. Former mayor of New York, Mr Rudy Giuliani had advocated taking DNA samples of all babies born in American hospitals. This idea would not take much to institute in practice, given cellular samples (blood) are already taken from babies with the permission of the parent to test for common disorders. The same practice also exists in Australia and is known as the Guthrie Test or more commonly the Heel Prick Test.
 Michaelis et al. comment on such a potential status of mass DNA sampling at birth but are mindful of the implications on civil liberties and privacy:
‘Having a databank of all American-born persons would obviously be of great benefit, not only in violent crime investigations but also in cases of missing persons, inheritance disputes, immigration cases and mass casualties such as airline crashes and terrorist acts. The obvious concerns over privacy and civil liberties, however, have caused commentators to urge caution when deciding which samples to include in the databanks.’

2    DNA Developments and Innovations Challenging Ethical Practice
The 13 year Human Genome Project (HGP) conducted by the U.S. Department of Energy and the National Institutes of Health has gone a long way into identifying all the approximately 20,000-25,000 genes in human DNA, and determining the sequences of the 3 billion chemical base pairs that make up human DNA. The project was and still is surrounded by a number of very challenging ethical, legal and social issues (Table 9). Points 3 and 7 in the table are of particular interest when we consider what it means for someone’s DNA sample to be taken, analysed, and stored indefinitely in a criminal databank. What kind of psychological impact will it have on the individual and forthcoming stigmatisation by the individual themselves, and then by the community around them. This is particularly the case of minority groups. And what of the potential to “read” someone’s DNA and be able to make judgments on their mode of behaviour based on their genetic makeup? Are persons for instance, more prone to violence because they carry particular genes? Or would some generalities based on genetics affect someone’s free will and determine their future because of some preconceived statistical result? 

Table 9. Societal Concerns Arising from the New Genetics

	1. Fairness in the use of genetic information by insurers, employers, courts, schools, adoption agencies, and the military, among others. 

· Who should have access to personal genetic information, and how will it be used? 

2. Privacy and confidentiality of genetic information. 

· Who owns and controls genetic information? 

3. Psychological impact and stigmatization due to an individual's genetic differences. 

· How does personal genetic information affect an individual and society's perceptions of that individual? 

· How does genomic information affect members of minority communities?         

4. Reproductive issues including adequate informed consent for complex and potentially controversial procedures, use of genetic information in reproductive decision making, and reproductive rights. 

· Do healthcare personnel properly counsel parents about the risks and limitations of genetic technology? 

· How reliable and useful is fetal genetic testing?

· What are the larger societal issues raised by new reproductive technologies? 

5. Clinical issues including the education of doctors and other health service providers, patients, and the general public in genetic capabilities, scientific limitations, and social risks; and implementation of standards and quality-control measures in testing procedures. 

· How will genetic tests be evaluated and regulated for accuracy, reliability, and utility? (Currently, there is little regulation at the federal level.) 

· How do we prepare healthcare professionals for the new genetics?

· How do we prepare the public to make informed choices?

· How do we as a society balance current scientific limitations and social risk with long-term benefits? 

6. Uncertainties associated with gene tests for susceptibilities and complex conditions (e.g., heart disease) linked to multiple genes and gene-environment interactions. 

· Should testing be performed when no treatment is available? 

· Should parents have the right to have their minor children tested for adult-onset diseases? 

· Are genetic tests reliable and interpretable by the medical community? 

7. Conceptual and philosophical implications regarding human responsibility, free will vs genetic determinism, and concepts of health and disease. 

· Do people's genes make them behave in a particular way? 

· Can people always control their behavior? 

· What is considered acceptable diversity? 

· Where is the line between medical treatment and enhancement? 

8. Health and environmental issues concerning genetically modified foods (GM) and microbes. 

· Are GM foods and other products safe to humans and the environment? 

· How will these technologies affect developing nations' dependence on the West? 

9. Commercialization of products including property rights (patents, copyrights, and trade secrets) and accessibility of data and materials. 

· Who owns genes and other pieces of DNA?

· Will patenting DNA sequences limit their accessibility and development into useful products?


Already under research are ‘DNA identikits’ which can describe a suspect’s physical appearance from their DNA sample in the absence of an eyewitness account. At present the FSS provide an ethnic inference service.
 The FSS used this technology in 2008 to investigate the stabbing of Sally Anne Bowman in 2005, although it was not this forensic result that ultimately led the police to her perpetrator.
 Used to supplement ethnic inference is the red hair test which can detect 84 per cent of red heads.
 The continued research into the HGP will inevitably determine very detailed information about a person in the future. The other problem closely related to innovations in identikits, are those of advances in familial searching techniques. Given that families share a similar DNA profile, obtaining the DNA of one individual in a family, let us say ‘the son’, can help to determine close matches with other persons in the immediate family such as the sister, mother, father or first cousin. While only identical twins share exactly the same DNA, a sibling or parent share a very close match. The technique of familial searching was also used in the Sally Anne Bowman case without success. A suspect’s DNA was taken and matched against the U.K. NDNA but no exact matches were returned. The FSS then attempted the familial searching technique and that too did not aid their investigation. Familial searching was first used in 2002 in a rape and murder case when a list of 100 close matches was returned from the NDNAD to identify a perpetrator who had since died. DNA samples were first taken from the living relatives and then from the dead body of the offender Joe Kappen.
 

3    The Risks Associated with Familial Searching and Medical Research
Familial searching has very broad ethical implications. It is conducted on the premise that a rotten apple comes from a rotten tree. Put another way, the old adage goes, “tell me who your friends are and I’ll tell you who you are.” Instead today, we may be making the false connection of- “tell me who your friends are and I’ll tell what gene you are”! Interestingly this latter idea has formed the titled of a biology paper written by P. Morandini.
 The point is that we return to models of reputation by association and these cannot be relied upon to make judgments in a court of law. We learnt all too well in Australia through the Dr Haneef case, that guilt by association, even guilt by blood-line, is dangerous to civil liberties. Considered another way, some have termed this kind of association based on DNA profiles, “genetic redlining.” Genetic redlining can be defined as ‘the differentiated treatment of individuals based upon apparent or perceived human variation.’
 David L. Gollaher discusses the risks of what essentially is genetic discrimination in a 1998 paper.

Perhaps the most disturbing practice that may enter this field and make things impossible to police both in the ‘criminal law’ arena and the ‘medical research’ field is the deregulation and privatization of the DNA industry internationally. Future technological innovations will surely spawn the growth of this emerging industry. We have already noted the home-based DNA sampling kits available for less than 100 US dollars which come with free DNA sample databanking. It will not be long before some citizens volunteer somebody else’s DNA, instead of their own, forging consent documentations and the like. The bungle with the first ever U.K. DNA case shows that even the police could not imagine that Pitchfork (the offender), would have conceived of asking a friend to donate a sample on his behalf. Such cases will inevitably occur in volunteer home sampling methods, as fraudsters attempt to access the DNA samples of friends, strangers or even enemies via commonplace saliva-based sampling techniques. All you need is a pre-packed buccal swab from the DNA company providing the kits and away you go. If this seems an extreme possibility to the reader, consider the “spit kits” that have been issued to public transport drivers who have been harassed by passengers by being spat at or otherwise, who can now collect the DNA samples of an alleged offender and turn them into the appropriate authorities. No consent of the donor is required here.

When we consider how we as a society have traversed to this point of “accepting” the construction and development of such unusually large national databanks as the NDNAD in the U.K., we can identify a number of driving forces. Some nations are at this point of almost indiscriminate storage of DNA profiles primarily due to changes in policing practices and the law,
 government policy, innovation in forensic science (the idea that because we can, we should), co-existing with venture capitalists who are backing commercial opportunities and the parallel developments in the genetic medical research field. In the case of the U.K. the PACE changed so much, and there was such a redefinition of what constituted a “recordable offence” that non-intimate samples could be obtained from individuals for investigation into the following offences without their consent: 

‘unlawfully going onto the playing area at a designated football match; failing to leave licensed premises when asked to do so; taking or destroying rabbits by night; riding a pedal cycle without the owner's consent; allowing alcohol to be carried in vehicles on journeys to or from a designated sporting event.’

Consider the Home Office’s August 2008 proposal to expand police powers which included plans to set up new "short term holding facilities" (STHFs) in shopping centres to take people's DNA and fingerprints but was later quashed with the S and Marper ECtHR judgment.

This is short of being farcical. It makes little sense to take such personal data from an individual when the profile itself cannot be used for investigative purposes. There must be some other motivation toward the sampling of persons who on occasion might find themselves charged with a petty crime and are punished by fine, penalty, forfeiture or imprisonment other than in a penitentiary. Why store such petty crime offenders DNA profiles indefinitely on the NDNAD? Surely the action of someone who might find themselves, for instance, under the influence of alcohol and refuse to leave a licensed premise when asked to do so, is not indicative of their capacity to commit a serious felony in the future. There is a grave issue of proportionality here commensurate to the crime committed by the individual, and on the side of the crime itself, a major issue with what constitutes a recordable offence. The original PACE wording stated a “serious arrestable offence”,
 not just any old offence. As a result policing powers were increased significantly, and the individual’s right not to self-incriminate
 himself or herself was withdrawn in conflict with the underpinnings of Common Law.
‘Our legal system has traditionally eschewed forcing people to incriminate themselves by becoming the instruments of their own downfall. That principle has suffered a number of encroachments in recent years.’

It is here that we need to take a step back, reassess the balance needed in a robust criminal justice system and make the necessary changes to legislation, save we get too far ahead that we find recourse a near impossibility. 

IV  The Case of S. and Marper v United Kingdom

A   Background: Who are S. and Marper?

Mr S
 (the first applicant) and Mr Michael Marper (the second applicant) are both British nationals. Mr S was born in 1989 and Mr Marper in 1963 and both reside in the city of Sheffield. Mr S was arrested on 19 January 2001 when he was only eleven years of age and charged with attempted robbery but about five months later he was acquitted. His fingerprints and DNA samples were taken when he was charged and not destroyed even though he was acquitted of the crime. The police wrote to Mr S’s solicitors to inform them that they would retain the samples. The solicitors objected and sought judicial review of that decision. Mr Marper was arrested on 13 March 2001 when he was 38 years of age and charged with harassment of his partner. Before a pre-trial review took place, he and his partner became reconciled, and his partner decided not to press further charges. About three months after he was charged the Crown Prosecution Service decided to formally discontinue the case after serving a notice of intent to the applicant’s solicitors. Mr Marper’s fingerprints and DNA were also taken and not destroyed after the case was discontinued.
 Mr Marper’s legal team wrote to the South Yorkshire Police
 requesting the DNA profile be deleted from the NDNAD and fingerprints removed from the Police National Computer (PNC) but the Chief Constable refused the request.
 

The applicants both applied for judicial review of the police decisions not to destroy the fingerprints and samples. And that is when the more than seven year battle began. Mr S had no previous convictions, police reprimands or warnings, at the time of his arrest and Mr Marper was known to be a person of good character. In both the case of Mr S and Mr Marper the Criminal Justice and Police Act 2001 provided the impetus to retain the fingerprints and profiles indefinitely in relation to a recordable offence,
 even though both parties were innocent of the respective offences. It must be stated that since the fingerprints and profiles were retained in 2001, U.K. legislation has continued to change surrounding the collection and storage of DNA samples, profiles and fingerprints.
 In an exclusive interview to Sky News, Mr Marper said that the policy which allowed for the retention of a person’s DNA sample and profile was just not right. He was quoted:

‘It was an invasion of privacy, I was offended… They'd taken my rights away and I wasn't going to let them do that… If people get arrested for assault then, yes, their DNA should be taken. But if it goes to court, and it fails, they should be taken off... that way there'll be no innocent people on the database.’
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It took Mr S and Mr Marper and the solicitor who represented the applicants, Mr Peter Mahy from Howells LLP on a long journey to the European Court of Human Rights (ECtHR) to finally get the judgment they were hoping for- and in the end a unanimous victory of 17-0 in the Grand Chamber (Figure 8).

	


Figure 8. The Road Ahead for Mr S and Mr Marper- All the Way to the ECtHR

B   S. and Marper in the U.K. Courts

On the 22nd of March 2002, the Administrative Court rejected the application [[2002] EWHC 478 (Admin)] as ruled by Lord Justice Rose and Justice Leveson. The police refused to destroy the DNA sample and fingerprints of Mr S and Mr Marper. When the applicants appealed the decision to the Court of Appeal, the decision was upheld on the 12th of September 2002, adjudicated by Lord Woolf C.G. and Lord Justice Waller.
 This left the applicants no other choice than to take their appeal to the House of Lords who on the 22nd of July 2004 dismissed the appeal citing statistical evidence which suggested that some 6 000 DNA profiles had been matched to scenes of crime (SOC) stain profiles.
 

In commenting on the journey of S and Marper, the solicitor for the applicants, Peter Mahy, noted how the case began with an individual challenge against the U.K. laws. In the Divisional Court and the Court of Appeal, there was little interest by non-government organisations or even the media. Even when the case was heard in the House of Lords, there was relatively no media interest at all. So the case travelled from court to court without much additional physical legal support, save for moral support. 

‘In the Court of Appeal, Liberty tried to intervene but they could not come to the hearing. In the House of Lords, again, Liberty intervened and they were threatened by the Government that if they did and they came to the hearing there would be costs against them and Liberty was fearful of that. So in fact, Liberty did not come to the House of Lords. So we were really the only ones against the Police and the Government and we were hugely outgunned’ (Peter Mahy).

Despite the claims being made by the applicants on the right to private life, Article 8(1) of the European Convention on Human Rights (ECHR) was probably not even engaged. Art. 8(1) states that everyone has the right to respect for his private and family life, his home and his correspondence.

‘The feeling in the U.K. was very much that this was not a very important issue and why are you here for. And we had a fairly rough ride in the U.K. Courts, some even commented that they could not see any basis for the case at all’ (Peter Mahy).

The statements made by solicitor Peter Mahy are supported by numerous others analyzing the case at large. In her analysis of the S and Marper v. United Kingdom case, Kate Beattie writes: 

‘[o]ne of the curiosities of the U.K. court judgments in S and Marper was their reluctance to find that retention constituted an interference with art.8 rights at all. Six U.K. judges (Rose L.J. and Leveson J. in the Divisional Court and all members of the House of Lords save for Baroness Hale) considered that there was no interference with art.8 or were prepared to acknowledge at most only a very modest interference, seemingly for the purposes of proceeding to the justification analysis under art.8(2).’
 

Unlike the longstanding United States Fourth Amendment provisions, English law does not have a tradition of privacy protections or mechanisms, despite that it now has a Data Protection Act (1998)
 and Human Rights Act (1998)
 in place. The conflict between the judgments by the U.K. courts and the ECtHR are as stark as black and white. Beattie emphasizes the point that what the U.K Courts completely ignored, the Grand Chamber considered as vital from the outset- the principle of proportionality was the starting point for Strasbourg.
 At the heart of the matter in the U.K. courts should have been the foundations of the Data Protection Act spelled out in the definition of “sensitive personal data” and proportionate in relation to the purpose of collection.
1    The Administrative Court

One of the major issues raised in the Divisional Court by the legal counsel of Mr S and Mr Marper was the process for removing personal details from the NDNAD and PNC for innocents. As it stood, Peter Mahy made the obvious but important point that the only way innocents could get their details removed from the police databases was by writing a letter to the Chief Constable of the Constabulary where the initial arrest or charges were made.

‘I think the other major finding was identification from the court that there was no independent system in the U.K. for review, and so you have to ask the Chief Constable to remove your DNA and simply that is not fair. That is something that the U.K. Government has tried to whitewash a bit, saying that well, we are going to keep that, and the Council of Ministers are saying well that is not good enough. So the finding that you should have the opportunity to have somebody else make the decision was important’ (Peter Mahy).

Post the ECtHR judgment Peter Mahy believes that innocent people whose DNA samples and profiles and fingerprints have been obtained are inundating Chief Constables across the U.K. with daily requests to remove their personal details and citizens are certainly voicing and demanding their rights. The S and Marper case challenged the powers of the Chief Constable who only under “exceptional circumstances” and at their own “discretion” could/would remove the details of innocent persons. As has been noted the applications were rejected by the Division Court in March 2002 and the Court of Appeal upheld the judgment by a majority 2:1.

2    Court of Appeal
With respect to the Court of Appeal something that is often overlooked is that the Court did find that the retention of DNA samples did interfere with the rights set out in Art. 8(1) but Lord Woolf concluded that the interference was not a significant one given that the personal details of the individual would only be returned given a successful hit in the NDNAD.
 Thus the risks to a subject’s private life, according to the Court of Appeal were of importance between the time the DNA profile was stored in the NDNAD and that time where a successful hit was achieved. But the fact that a successful hit had been achieved to return an individual suspect’s DNA profile meant that they might have committed a crime and thus it was a proportionate interference. The Court did not see the indefinite storage of the DNA profile and sample and fingerprints to be a continuing interference with an individual’s private life, which might affect the person in a number of different ways, including psychologically, severe inconvenience, lost remuneration, pain, embarrassment etc.
 The problem with storing personal details of innocents indefinitely is that you are potentially causing indefinite trauma to the individual, a feeling of hopelessness, invasion, loss of dignity, self-confidence and this is a fundamental breach of existing human rights (Art. 11). What good is a clause in an Act, such as the right for an innocent to request the removal of DNA profiles and samples and fingerprints to a Chief Constable, if that discretion is seldom exercised on the premise of making the nation a safer state?

The Administrative Court judgment in the S and Marper case was of no surprise to commentators in the field. In fact, the ‘court’s deference to the balance struck by Parliament in favour of crime control’ was seen by many as predictable but nevertheless a disappointing outcome. The greater inadequacy however probably occurred in the Court of Appeal, when instead of using their own judgment, Lord Woolf C.J and Justice Leveson relied on the conclusion of the Administrative Court reaffirming that the PACE did indeed still strike a balance between the rights of the individual and society at large. We might ask ourselves what kind of balance this really is when an innocent person has to have their details stored indefinitely on a national crime information system? What common good is this really achieving? How does it really help society? Surely, it is just impacting on the individual and as Lord Justice Sedley said the individual will “always lose”. The idea of “balance” also comes into dispute. Denise Meyerson, plays the devil’s advocate, arguing that 

‘instead of balancing rights against the public interest, courts should 'over-enforce' rights, and downgrade the public interest arguments. In effect, this approach would give rights and the public interest different weights from the weight that they would attract on a balancing approach.’

Meyerson claims that we cannot view individual rights and the public interest on the same sliding scale, and when these two claims come head-to-head with one another as competing interests, one must always be considered weightier
 than the other and that Courts should not use their first order reasoning to defend their usual position but consider the problem at hand from the second order reasoning.

The decision in the Court of Appeal to uphold the rejection of the S and Marper case in late 2002 did open the floodgates towards the implementation of a compulsory national DNA database. If there was merely a ‘moderate’ interference with respect to someone’s private life, and this interference was proportional based on the public interest, then did it mean that the Government and more specifically the Police, have the power to ask for every single person’s DNA and fingerprints and personal information to be stored on the NDNAD, just in case someone offended in the future.
 According to Peter Mahy, the U.K. ‘[h]ad always… wanted the largest database possible... [and]… if it was not for the ECtHR ruling, they would have gone for a fully fledged national DNA database.’ The second issue stemming from the outcome of the Court of Appeal was that of the future uses (or misuses) and applications that could be based on the DNA samples that were indefinitely stored. These were significant public concerns, especially given the fact that the system was ‘devoid of independent organisations safeguarding access, use, research etc.’
 

3    The House of Lords
In the House of Lords the appeal by the applicants was again dismissed. The issue pertaining to Chief Constables’ powers came to the fore yet again, when it was concluded by their Lordships that:

‘…a chief constable need not review every case in which samples had been taken from an unconvicted suspect. To do so, it was asserted, "would involve the examination of many thousands of cases and involve large numbers of decision-makers" and consequently "would not confer the benefits of a greatly extended database".’

This response by the Lords was getting to the heart of the matter and signaled to the many observers, including the media, non-government organizations (NGOs) and self-interest groups, that something had to be done about the way in which requests from innocents for the removal of DNA and fingerprint data would be handled. It simply did not make sense that every request could not at least be considered through a standard procedure by an independent review body. The process of involving the Chief Constable was plainly flawed and did not work. But instead of the House of Lords acknowledging this they went on to brush it to the side as an insignificant matter. Post the ECtHR judgment, this has come back to hurt the Constabulary as thousands of U.K. citizens have flocked to exercise their rights. 

Again, in the House of Lords, their Lordships stated that they did not consider the retention of DNA samples and fingerprints amounted to an interference with Art. 8. But they did indicate that: 

‘[i]f any interference did arise, they considered it a very modest one that could be justified by factors which were proportionate to the legitimate aim in question, including that the information was kept for the limited purpose of the detection, investigation and prosecution of crime.’

The principle of proportionality kept being referred to as the reason why the retention of DNA and fingerprint data could be kept indefinitely, throughout the whole U.K. court journey of S and Marper. But when compared to the statements made by the members of the Grand Chamber at Strasbourg, it is clear that the Lordships in the U.K. were providing a series of argumentation in support of dis-proportionality. Furthermore the Lordships rejected the applicants’ complaint:

‘that the retention of their DNA samples and fingerprints subjected them to discriminatory treatment in breach of art.14 when compared to a general body of persons who had not had their fingerprints and samples taken by the police in the course of a criminal investigation.’

C   S. and Marper v. United Kingdom at the ECtHR

In 2005, three years before the ECtHR judgment, Andrew Roberts and Nick Taylor on analyzing the unsatisfactory outcome of the S and Marper case in the House of Lords predicted to some degree of precision what might happen if the case proceeded to Strasbourg. They pointed out that if the House of Lords’ conclusion on Art. 8(1) was to be challenged in Strasbourg and subject to an adverse finding that the domestic analysis on the question of proportionality would come into closer scrutiny.
 And just as they predicted, the U.K. judgments certainly did come under scrutiny. In the cases of S v. United Kingdom (30562/04) and Marper v. United Kingdom (30566/04), [2008] 25 B.H.R.C. 557, the Grand Chamber of the ECtHR unanimously held that the practice in England, Wales and Northern Ireland of indefinitely retaining fingerprints and DNA samples and profiles of unconvicted persons, without their consent, was a violation of the right to private life guaranteed by Art. 8 of the European Convention on Human Rights (ECHR).
 The judgment shed light on the limits of police powers in relation to the gathering of personal information for the purposes of crime prevention.

Table 10. Art. 8 and 14 of the Convention for the Protection of Human Rights and Fundamental Freedoms as amended by Protocol No. 11

	Article 8 – Right to respect for private and family life

1. Everyone has the right to respect for his private and family life, his home and his correspondence. 

2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.

Article 14 – Prohibition of discrimination

The enjoyment of the rights and freedoms set forth in this Convention shall be secured without discrimination on any ground such as sex, race, colour, language, religion, political or other opinion, national or social origin, association with a national minority, property, birth or other status.


Caption: Art. 14 as shown in Table 10 was not engaged given that the ECtHR found a violation in Art. 8(2) by the United Kingdom. All in all, the ECtHR focused on the issue of the indefinite retention of a person’s DNA and did consider expressly the applicants’ ‘related criticisms regarding the inadequacy of safeguards surrounding access to their personal data and the insufficient protection against the misuse of such data.’  The Court also did not consider it necessary to examine separately the applicants’ complaints under Art. 14.  The ECtHR judgment is an outcome with incredible repercussions that will take the U.K. years to comply with properly.
1    The Principle of Proportionality and the Margin of Appreciation
For Peter Mahy, the solicitor representing Mr S and Mr Marper, the main findings from the European Court, in direct contrast to the findings of the House of Lords, was Art. 8(2):

‘what is called the Article 8(2) right, which is the proportionality argument [see Table 10]. They said that they were struck that in the U.K. there was a blanket policy so that everybody’s DNA was retained until they were 100 or until they died, no matter who they are or what offence they committed. And they found that the U.K. had overstepped what is called the margin of appreciation, that is the right for each country to determine its own laws and try to strike a fair balance. So all in all, they found that not only was Article 8 (1) engaged but that Article 8(2) on proportionality where states have a lot of lee-way that the U.K. had just gone too far and were adopting a blanket one-for-all policy’ (Peter Mahy).

In Rasmussen v Denmark, the ECtHR ruled on the scope of the margin of appreciation that it was willing to afford to Member States. It became obvious that some degree of harmonization or common ground had to exist between the laws of the contracting states. But in S and Marper, the laws applicable in England, Wales and Northern Ireland was more an exception than a standard when other states retained DNA samples for crimes of a serious nature, and even then, for a defined period of time.
 Table 11 shows the author’s classification of DNA retention laws in differing states in the Council of Europe (CoE) obtained from the actual judgment.
 The U.K. was the only state to allow for indefinite retention of DNA samples and profiles, and this even of innocents. As Sir Bob Hepple wrote:

‘England, Wales and Northern Ireland (but not Scotland) are alone in the 27 EU Member States and also in the 47 Member States of the Council of Europe in retaining indefinitely the DNA profiles and samples of those who have not been convicted of a crime.’

Table 11. The ECtHR Ruling on the Margin of Appreciation. The U.K. DNA-related Laws were the Exception between the Contracting States, Not the Norm

	[image: image16.emf]



Liz Heffernan in further defining the breadth of the margin of appreciation afforded to national authorities in contracting states identifies important factors that should be considered. These include: (i) the nature of the right, (ii) its importance for the individual, and (iii) the characteristics of the interference and the object pursued.
 She rightly points out that the margin of appreciation is wider if there is a lack of consensus among the European states. Table 11 clearly shows there is some consensus among contracting states, and that the U.K. is on its own. In addition, given the ECtHR was ruling on something of grave importance to the right of the individual, the margin of appreciation was considered narrower. It is possible for instance to hypothesise, that even if the U.K. retained DNA data for 50 years as opposed to indefinitely, this would have still been seen as disproportionate because it was not in line with other contracting states, France being the country that retains the right to keep DNA profiles for 25 years after an acquittal or discharge. The other point to note from Table 11 is that not all contracting member states retain both DNA cellular samples and profiles.

In direct conflict with the ECtHR when the House of Lords was asked to consider Art. 8 the right to respect for private life and family life and Art. 14 the prohibition of discrimination, Lord Steyn concluded that:
‘in respect of retained fingerprints and samples article 8(1) is not engaged. If I am wrong in this view, I would say any interference is very modest indeed’ (para. 31)… and that any interference was justified under Art. 8(2) as ‘... it [was] in the public interest in its fight against crime for the police to have as large a database as possible’, with no adverse impacts upon those whose samples were retained. ‘The retention ... does not affect the appellants unless they are implicated in a future crime’ (para. 37). 

In commenting on Lord Steyn’s interpretation of Art. 8(2), Salim Farrar notes cause for concern. He points out that Lord Steyn believes there is interference but qualifies it by his belief that the interference ‘…is plainly necessary in a democratic society to ensure the investigation and prosecution of serious crime.’ Farrar emphasizes in his paper that their Lordships do not consider the principles of proportionality, subsidiarity, accountability and finality, and do not address this principles with respect to Mr S and Mr Marper’s individual case.
 Lord Brown concluded by touting the benefits of an even larger NDNAD (para. 88): 

‘... it seems to me that the benefits of the larger database brought about by the now impugned amendment to PACE are so manifest and the objections to it so threadbare that the cause of human rights generally (including the better protection of society against the scourge of crime which dreadfully afflicts the lives of so many of its victims) would inevitably be better served by the database's expansion than by its proposed contraction. The more complete the database, the better the chance of detecting criminals…’

Perhaps the only congruity between the House of Lords and the ECtHR came from Baroness Hale, who dissenting on the issue of DNA indefinite storage, did make the observation that there could be almost nothing more private to the individual than the knowledge of their “genetic makeup.”
 Despite this level of awareness by the Baroness, it was extremely narrow-sighted for her not to ‘attempt to consider whether the interference with the right to respect for private life was disproportionate in relation to the social benefits.
 She instead, followed suit with the other Lords, touting the benefits of an expanded database. The ECtHR agreed with Baroness Hale only insofar that ‘an individual's concern about the possible future use of private information retained by the authorities is legitimate and relevant to the determination of the issue whether there has been an interference with the right to private life.’
 DNA and fingerprint personal data, Roberts and Taylor argue is analogous to a diary in which an individual has catalogued their life story through event descriptions. 

‘If he is compelled to surrender the diary to a third party who then proceeds to read its contents, this would undoubtedly constitute an interference with the individual's right to privacy. This will tend to have some inhibiting effect on the way he leads his life.’

Hepple’s summation of the House of Lords decision was in relating it to a rather unsophisticated form of utilitarianism, where the embrace of new technologies would herald in a period of optimal social welfare, and where the benefits to the common good would significantly outweigh the costs to the individual. Hepple distinguished between the English judges who perhaps rather lazily relied on age old case law and a utilitarian approach versus the European judges who were very much rights-based and proactive to understand the implications of indefinite DNA storage within the context of today’s world.
 Other differences in the conceptualization of the problem of indefinite DNA storage had to do with the English judges’ interpretation of the ECHR. The ECtHR stressed that the European Convention on Human Rights was a 

‘“living instrument that must be interpreted in light of present day conditions”; taking into account changing social circumstances and encompassing advances in technology. With this in mind, it is relevant to note that more recent judgments of the European Court disclose an increasing readiness to find that the collection, storage and processing of personal information or data about a suspect interferes with his or her rights under Art. 8(1). 

The ECtHR’s directive was clear in condemning the U.K. Government (para. 119):

‘[i]n this respect, the Court is struck by the blanket and indiscriminate nature of the power of retention in England and Wales. The material may be retained irrespective of the nature or gravity of the offence with which the individual was originally suspected or of the age of the suspected offender; fingerprints and samples may be taken – and retained – from a person of any age, arrested in connection with a recordable offence, which includes minor or non-imprisonable offences. The retention is not time-limited; the material is retained indefinitely whatever the nature or seriousness of the offence of which the person was suspected. Moreover, there exist only limited possibilities for an acquitted individual to have the data removed from the nationwide database or the materials destroyed… in particular, there is no provision for independent review of the justification for the retention according to defined criteria, including such factors as the seriousness of the offence, previous arrests, the strength of the suspicion against the person and any other special circumstances.
V  Implications of the ECtHR Judgment

It has been almost 12 months now since the ECtHR judgment was handed down to the United Kingdom. According to Peter Mahy, ‘[t]he government has been doing as little as possible to comply with the judgment but the Council of Ministers is ensuring that they do comply with the judgment. So although to date, they have been doing as little as they can, in the end they are going to have to comply.’ It is interesting to ponder on what compliance actually means in this instance. In actual fact, the ECtHR has the power to award damages to the claimants but the ruling is not automatically binding to the United Kingdom or other contracting states.
 Thus, there has been some confusion over the impact of the ECtHR judgment on the practices, policies and laws of the United Kingdom, with respect to the indefinite retention of a suspect’s personal data, and more widely within the context of the European Union at large.
 
On the process begun immediately following the ECtHR judgment in December 2008, Peter Mahy commented that it all seemed quite optimistic after the ruling when the then Home Secretary Jacqui Smith MP, said there was going to be a White Paper and that the matter was going to be fully debated with common sense standards. Not soon after that, however,

‘…around about February 2009 time, the Government said they were going to make regulations and secondary legislation so the matter would not be debated. And that is now in jeopardy because the House of Lords Committee said that would be unlawful’ (Peter Mahy).

The Home Secretary’s exact words were:

‘We will consult on bringing greater flexibility and fairness into the system by stepping down some individuals over time--a differentiated approach, possibly based on age, or on risk, or on the nature of the offences involved ... The DNA of children under 10--the age of criminal responsibility-- should no longer be held on the database ... and we will take immediate steps to take them off.’

It was also noted by the House of Lords Constitution Committee that primary legislation would replace the regulation with respect the NDNAD that was currently in place which followed an earlier recommendation by the House of Commons Home Affairs Committee.
 

This prompted the Government to introduce a three month consultation paper titled Keeping the Right People on the DNA Database,
 on the 7th May of 2009. There were a number of problems related to this consultation paper. First, the Government based their statistics in the consultation on incomplete figures from the Jill Dando Institute, and second the Government provided a very long and very complex document for citizens to understand. Peter Mahy stated:

‘It is not the sort of document that most members of the public can easily read. It was not in an easy format. There was no sort of response leaflet that had five or six questions that you could answer and send in. There was none of that, no guidance of how to respond. I think for many members of the public that would have been difficult to respond to. We were told that there were however about 500 people that responded. And of course, it was only people who knew about the consultation and could access and understand the document and then just send their response to it’ (Peter Mahy).

The Council of Ministers debated the Consultation and U.K. Government proposals on the 15th and 16th of September and there was a resounding consensus amongst the ministers that if the changes were enacted that they would be unlawful.
 The other problem was that the Consultation was based on flawed statistics which would possibly make the proposed changes unlawful. In October Mahy reflected: ‘I think the U.K. is in a very difficult position because 10 months on they have not complied with the judgment.’

A   Tangible Outcomes
One of the few tangible implications of the S and Marper v United Kingdom case was that both Mr S and Mr Marper had their DNA samples destroyed almost immediately after the ECtHR ruling when a request was made to the South Yorkshire Chief Constable. But unfortunately, this has not meant that innocent peoples’ DNA samples collected prior to the ECtHR judgment or during the consultation process (or even after for that matter) have been removed from the NDNAD upon request.
 According to Mahy what has been happening in the U.K. is:  

‘…that the Government, the Home Office, have been telling forces to send a standard letter out to people who have requested destruction of their samples, saying that the law and policy in the U.K. has not changed and therefore they would have to wait for a change in the law or policy.
 And that is what the majority of the people get. And I guess for people who cannot afford to pay privately or eligible for legal aid, they think that that is it, and they do not know any different. We have had quite a lot of clients who have come to us about their situation and we have been challenging it and to date all of our clients DNA samples have been destroyed and taken off but I think the problem is that the majority of people are not fully aware of their rights and are accepting what is said. They do not know how to challenge the government in what they are saying’ (Peter Mahy).

There is anecdotal evidence however to suggest that the U.K. police are paying closer attention to individual requests. Following S and Marper, Mark Thomas discussed his situation with a lawyer and a Metropolitan Police Commissioner and the request for his DNA profile to be struck off the NDNAD was fulfilled allegedly with a one line formal letter from the U.K. Police stating: ‘I can confirm that a decision has been made to delete your client's fingerprints and DNA sample and DNA profile.’
 No explanation accompanied this letter.
 The other issue related to destruction of DNA samples is the determination of a process for which samples to destroy and which to retain.
 Will it be just those of innocents? Those of innocents under the age of 10 or 18? Or those of low-order recordable offences such as petty crimes that will be eligible to have their stored DNA samples destroyed? And when will this process take place?
While Art. 14 of the ECHR did not come into play during the ECtHR ruling, the legal counsel for Mr S and Mr Marper did rely on race and birth (i.e. age) issues to bring home their message. The solicitor for S and Marper made the discrimination argument, for instance, that there were more people with ethnic backgrounds on the NDNAD than Caucasians. They also relied on the UN Convention on the Rights of a Child and the European Court certainly saw this as a major issue and especially that children should be entitled to special consideration.
 But in the end the ECHR did not need to rule on that matter at all, as they ruled on the importance of a right to private life. With respect to the destruction of DNA samples of innocents, Mahy spoke candidly about his personal beliefs:

‘I am not sure that there is a huge difference… I think that the same rules should apply to everybody. If you are innocent, then it should not really matter what age you are, or what background you are from’ (Peter Mahy).

According to Peter Mahy, the current proposals from the Government offer the following guidelines for the retention and deletion of DNA samples and profiles and fingerprints:

‘For a serious violent, sexual or terrorism related offence, the DNA of a child would be retained for 12 years. For children between the ages of 10 and 18 years who are arrested but not convicted on one occasion, DNA is retained for 6 years then deleted on the 18th birthday, whichever happens first. And if a child is arrested on 2 occasions, their DNA is retained for the full 6 year term. So yes, a different regime for the retention of DNA for children’ (Peter Mahy).

B   Intangible Outcomes

Another tangible implication of the ECtHR ruling is that the judgment has created change and there is finally a great deal of debate between the parties, in the media, between NGOs, and academics. A comprehensive content analysis of the various stakeholders shows that the S and Marper v. United Kingdom case has now received the attention it deserves (Appendix 2); perhaps not S and Marper themselves but what the two gentlemen and their lawyer stood for. Mahy is realistic about what S and Marper really achieved:

‘I think in a way it has drawn a line in the sand, and hopefully in the next 10-20 years we will look back and say that was an important case. That that was a case, where we took a good look at what was going on in the U.K. and put a stop to the erosion of rights’ (Peter Mahy).

Mahy’s line in the sand metaphor is now resonating in the hearts and minds of civil liberty campaigners, who claimed victory on the 18th of October 2009 ‘after the government announced it [was] dropping current proposals to retain the DNA profiles of innocent people on the national database.’
 This being the case, there is still no evidence to suggest when this practice by the police will actually begin and the process it will entail. We know from statistics quoted by the Secretary of State for the Home Department, Mr Alan Campbell, that no more than a total of 255 subject profiles have been removed from the NDNAD between the 9 March 2009 and the 15 October 2009 (Table 12). Table 12 shows the break down of subject profiles that have been removed based on the exceptional case procedure from the NDNAD by U.K. Police Force.
 With only 40 profiles being removed monthly, it is hard to see at this rate how over 858 000 profiles of innocents will be removed. At this rate it will take the Police and innocent persons till the year 3 796 to remove profiles (1 786 years), and by then the innocents will be deceased anyway which means some profiles of innocents will remain there indefinitely. It seems that only as persons are requesting the deletion of their profiles from the chief officer responsible for a given police force, is the deletion occurring, not via a proactive approach by the Police Force to delete the profiles in one clean sweep. The Commission for Equalities and Human Rights however, is calling for Government ministers to instruct the police to immediately stop taking the DNA of innocent people.

On the optimistic side however, the Home Office has announced that its plans to keep DNA profiles of those arrested (but never convicted) from between six and twelve years depending on the seriousness of the offence have now been dropped from the policing and crime bill currently going through parliament.
 It has also now been confirmed that that the DNA samples of children under 10 have been removed from the NDNAD but it hard to tell whether these subject profiles have been included in official counts of destruction in Table 12. Mr Alan Johnson has assured Parliament that the NDNAD will from now on be regularly monitored to confirm that this policy remains in effect. 

Table 12. Number of subject profiles removed from the National DNA Database by each police force from 9 March 2009 to 15 October 2009 (21 Oct 2009: Column 1532W)

	[image: image5.emf]U.K. Police Force 9 to 31 

March

April May June July August September 1 to 15 

October

Avon and Somerset 0 3 0 2 0 0 2 0

Bedfordshire 0 0 0 0 2 0 0 0

British Transport Police 0 0 0 1 1 0 0 0

Cambridgeshire 0 0 0 0 0 1 0 0

Cheshire 0 0 0 0 0 0 0 0

City of London 0 0 0 1 0 0 0 0

Cleveland 0 0 1 0 1 1 0 0

Cumbria 0 1 1 2 1 1 1 2

Derbyshire 1 0 0 1 3 8 2 0

Devon and Cornwall 1 1 0 0 1 0 1 0

Dorset 0 1 0 0 1 0 1 0

Durham 0 0 1 0 0 0 1 0

Dyfed Powys 0 0 0 0 0 0 0 0

Essex 0 0 0 0 1 2 1 0

Gloucestershire 0 0 0 0 0 0 0 0

Greater Manchester 1 0 2 0 1 1 0 0

Gwent 0 0 0 0 2 0 0 0

Hampshire 0 0 0 0 2 0 1 0

Hertfordshire 0 0 4 16 4 2 2 0

Humberside 0 0 0 0 0 0 2 0

Kent 0 1 4 2 4 0 5 0

Lancashire 0 0 1 0 0 0 0 0

Leicestershire 0 0 0 0 0 0 0 0

Lincolnshire 0 0 0 0 0 0 0 0

Merseyside 0 0 0 0 0 0 0 2

Metropolitan 5 4 13 7 4 9 10 1

Norfolk 0 0 0 1 0 0 1 0

North Wales 0 0 0 1 0 0 0 0

North Yorkshire 0 0 0 0 0 0 0 1

Northamptonshire 0 0 0 0 0 0 0 0

Northumbria 1 0 0 2 5 1 0 0

Nottinghamshire 0 0 0 0 0 2 3 0

South Wales 0 0 0 0 0 0 2 1

South Yorkshire 0 0 3 0 8 1 0 0

Staffordshire 0 0 0 2 1 1 1 0

Suffolk 0 0 0 0 0 0 0 1

Surrey 1 1 2 2 1 0 0 0

Sussex 0 0 0 1 0 1 0 0

Thames Valley 0 1 1 4 0 1 1 1

Warwickshire 0 0 1 0 0 0 0 0

West Mercia 0 0 1 1 2 0 0 1

West Midlands 0 4 0 1 2 2 5 0

West Yorkshire 3 0 1 0 3 1 1 2

Wiltshire 0 2 0 0 0 0 0 0

Total 13 19 36 47 50 35 43 12

Grant Total 255




Mahy however, is under no illusion. The S and Marper case was not the end of the DNA controversy in the U.K., but perhaps the very beginning of a new phase in the history of national criminal identification databases for the U.K., Europe and beyond. While the judgment has now well and truly entered the political debate, and the Government will have to shortly respond to the consultation submissions, there will have to be further test cases both from within the U.K. and other contracting members of the ECtHR. In strategizing about the future, Mahy is forward-looking about his plans:

‘I see the next test case could be somebody who tries to have their DNA destroyed only to be told by the Chief Constable that it cannot. At the moment the Chief Constable is relying on guidelines from 2006 which says the House of Lords ruling is the law. And I think that that is just crazy. The Government is not even taking into account the ECtHR judgment really. I think there would also be an interesting test case on whether it is lawful to take DNA on arrest given that there is no evidential threshold at that stage and I think there is going to be another test case on the issue of keeping DNA for ever and for minor crimes. I think there is going to be lots of test cases as well as the Council of Ministers driving the political debate, so altogether really’ (Peter Mahy).

Of the intangible implications of the S and Marper ECtHR judgment one can point to a long list of hopeful outcomes based on proposals submitted to the Home Office during the consultation process by a diverse range of stakeholders. Of the self-interest groups, Genewatch and Liberty have been the most outspoken on the minimal changes that must take place in the U.K. Table 13 is a five point summary of the demands made by Genewatch that are representative of the majority view of most self-interest groups lobbying for socio-ethical issues. These groups do not wish to see the abolishment of the NDNDA but they are very keen that the current laws must be revised and that more public debate is needed to determine the appropriate balance between crime detection, human rights and privacy. Liberty and other such self interest groups welcomed the decision and wished to see the removal of 858 000 profiles of innocents removed from the NDNAD.
 Genewatch U.K. has provided fine details in how individuals should go about requesting the removal of their DNA from the NDNAD calling for all innocents to act:

‘[i]f your DNA is on the database you should now write to the Chief Constable of the police force that arrested you. Ask for them to remove your DNA, fingerprint and police records, and destroy your DNA sample, in the light of the judgment of the European Court of Human Rights. The judgment applies to anyone who has had charges dropped or been acquitted of a crime. But other cases (e.g. cautions, final warnings, spent minor convictions) may be arguable.’

What is clear from the ECtHR judgment is that the Court was particularly concerned about the risk of stigmatisation and the perception that the applicants were not being treated as innocent, and also about the impact on minors such as Mr S Perhaps we see this most evidently in Mr. S who on 1 August 2009 somehow found his way back onto the NDNAD.
 What to make of this happenstance? Authorities would have us believe that his DNA profile perhaps should not have been removed from the NDNAD in the first place. But possibly the real answer lies in the ease with which one could find themselves on the NDNAD? Or from a deeper inquiry, Mr S has just lived up to his stigmatization of criminality? Further research inquiry would certainly have to go into the latter. In any case, when asked about Mr S’s circumstances, Peter Mahy contented yet again, that in both arrests, DNA was not required in the investigation so it should never have been collected.

Table 13. Proposed Changes Following the S and Marper v. United Kingdom ECtHR Judgment- The Majority Representative View of Self-Interest Groups and NGOs 

	The following are a list of important changes that GeneWatch believe must be made so that privacy and rights safeguards can be made without compromising the use of DNA in fighting crime. These include:

1. A policy of time limits on the retention of people's DNA profiles on the Database, related to the seriousness of the offence and whether a person has been convicted (similar to the original policy adopted when the Database was set up in 1995).
a.  A policy on retention would limit the potential for future governments to misuse the data to restrict people's rights and freedoms. A public debate is needed to establish the details of who should be on the Database and for how long. 

2. Destroying individuals' DNA samples once an investigation is complete, after the DNA profiles used for identification have been obtained. 
a. This would limit the potential for personal genetic information to be revealed in future, as science, technology and new policies develop. 

3. An end to the practice of allowing companies to undertake controversial genetic research using the Database (which has included attempts to link DNA profiles with ethnicity). 
a. This practice breaches ethical requirements for informed consent to genetic research; 

4. A return to the previous policy of taking DNA on charge, rather than arrest, except when the sample is needed to investigate the specific crime for which a person has been arrested. 
a. This would reinstate an important safeguard against the collection of DNA profiles reflecting discriminatory policing; 

5. The creation of an independent, transparent and accountable governing body.’


Whatever further outcomes are to be implied by the S and Marper case, time will tell as further provisions on DNA retention will soon be discussed in Parliament on the 18th November when the controversial Policing and Crime Bill will be under scrutiny.
 Clause 96 of this Bill proposes to insert new sections into the PACE ‘…which would enable the Secretary of State to make regulations about the retention, use and destruction of material—including photographs, fingerprints, footwear impressions, DNA samples and information derived from DNA samples.’
 The House of Lords considered the question of retention of samples gathered during police investigations in the course of an inquiry into the constitutional framework governing surveillance
 and concluded that 

‘... DNA profiles should only be retained on the National DNA Database (NDNAD) where it can be shown that such retention is justified or deserved. We expect the Government to comply fully, and as soon as possible, with the judgment of the European Court of Human Rights in the case of S and Marper v. the United Kingdom, and to ensure that the DNA profiles of people arrested for, or charged with, a recordable offence but not subsequently convicted are not retained on the NDNAD for an unlimited period of time.’

The House of Lords also believe that law enforcement authorities should improve the transparency of consent procedures and forms when adding DNA profiles to the NDNAD. Another refreshing move was toward the removal of volunteer profiles from the NDNAD, in such cases where mass screenings have taken place in the past, unless volunteers explicitly consent to the retention.
 In contrast, the view of most NGOs, would be to see the removal of volunteer DNA profiles completely from the NDNAD so as to reduce the chance of false hits.
The House of Lords also expressed concern that the NDNAD is currently not government by a single statute. The view of their Lordships is that the NDNAD would be better served by a Government bill to replace the existing regulatory framework, which would allow for a fresh debate over the rules pertaining to the length of time for which DNA profiles are retained.
 This is a perfect opportunity for this new bill as the public consultation process is now complete and further research could be grounded in this primary data from a variety of stakeholders.
 As for the Policing and Crime Bill, if the proposed Clause 96 was to be agreed upon, it would have devastating repercussions for NDNAD reforms and would not allow for parliamentary oversight and debate to occur. The House of Lords is calling for the Government to think about its policing policies again, and to ‘bring forward proposals in a separate bill to regulate the National DNA Database.’
 

C   Towards a Harmonization of DNA-related Retention Laws in Europe
The Grand Chamber judgment has forced a belated reconsideration of the overgrown NDNAD and DNA retention laws in England, Wales and Northern Ireland.
 In this instance, rather than looking at models of retention abroad, the U.K. could look to align with Scotland. Beyond the implications of S and Marper in the U.K. however, we must also look at what the judgment means for the Council of Europe member states. The Grand Chamber of the ECtHR was sending a clear message to national authorities abroad,
 and not just with respect to the collection and storage of DNA samples and profiles but also of fingerprint data in criminal identification applications. Fingerprint data because it cannot divulge sensitive genetic-based information has been somewhat ignored by the media and even the self-interest groups. This may have something to do with the widespread use of fingerprints today for international travel in electronic passports etc. Even Peter Mahy commented: 

‘I do not see fingerprints as being as big an issue as DNA. I think with DNA it is the fear of future uses that worries people and people do not understand exactly what DNA is and what it could be used for. Whereas fingerprints are seen more as a signature and that less pieces could be extracted from it. But I think generally, especially with my clients, they are less concerned about fingerprints or a photograph than they are about DNA’ (Peter Mahy).

But even so, the onus is now back on the member states to provide adequate proof of their personal data collection regimes as being proportionate to the need to reduce crime. 

Inevitably such realignment of DNA regulations and laws would have repercussions on new treaties, such as the European Union’s Prüm Treaty of 2005 which allows for the sharing of DNA data, fingerprint and vehicle registration data for the purpose of countering acts of terror and bringing criminals to prosecution. The Prüm Treaty was a German-led initiative to increase cross-border cooperation for the combating of terrorism, crime and illegal immigration.
 The Agreement was hastily
 signed raising fundamental questions over the main provisions of the Treaty which focused on reciprocal access of Member States to national databases containing biometric data (such as DNA profiles and fingerprints), and vehicle registration data.
 Despite, little time being dedicated to debating the contents of the Agreement, by June 2007 the provisions had found their way into the legislative framework of the European Union.
 Even the United Kingdom
 reluctantly signed the Convention. In provisions in Chapter 2 of the Prüm Treaty, it is written that contracting parties must ensure both availability and access to data such as DNA identifiers through automated online searches. Art. 2(1) states that: ‘Contracting Parties shall ensure the availability of reference data from their national DNA analysis files’ and that ‘[r]eference data shall only include DNA profiles established from the non-coding part of DNA and a reference.’ It is clear that the reference data must not contain any information that can identify the subject but it still does build on a great number of attributes (compare for instance the Schengen Information System (SIS) dataset with the Prüm Treaty additional attributes in Table 14). What implications does this have for the U.K. NDNAD? If the DNA profiles of innocents continue to be stored on the NDNAD, then it is quite possible that the risk associated with a false hit on these profiles is not merely, national, but now European Union-wide.

Table 14. Personal and Biometric Data Collected of Criminals Stored on the SIS and Prüm Treaty Mechanism that can now be Shared between Contracting Parties of the EU

	Schengen Information System (SIS) Data
	Prüm Treaty Data Additions

	Person-specific Data: 

Surnames, aliases, physical characteristics not subject to change, date and place of birth, sex, nationality, whether persons concerned are armed or violent, reason for alert, action to be taken
Object/Vehicle-specific Data:

Stolen motor vehicles, firearms which have been misappropriated, blank official documents which have been stolen, issues identity papers which have been stolen and suspect banknotes.
	Person-specific Data:

Biometric data including DNA and fingerprint  (dactyloscopic) data identification patterns
Cross-border Flows:

Cross-border access to data subject to the principle of availability
Hot Pursuit:

In urgent situations, officers from one Contracting Party may, without another Contracting Party's prior consent, cross the border so that they can take provisional measures necessary to avert imminent danger to the physical integrity of people.


Sitting back and looking at the complexity of changes to national laws and supranational laws and these contending with conflicting conventions at the EU and CoE levels, we can only come to the conclusion that the road ahead will be increasingly challenging for law enforcement agencies, governments, and citizens in the EU especially. If S and Marper achieved anything of long-standing acclaim, it was in the words of Liz Heffernan, a 

‘tightening in the governance of the flourishing phenomenon of criminal databasing across Europe… S and Marper v United Kingdom is a telling reminder that a careful watch must be maintained to ensure that the gradual extension of databasing programmes, with associated increases in police powers, does not infringe protected rights and freedoms.’

The ECtHR highlighted the major responsibility placed on nations like the U.K. and the U.S. who are leading in the development of new technologies and innovations as applied to crime. What is clear from our experience of fingerprints is that if we do not protect the rights of citizens from the encroachment of biometrics (including DNA) in applications like border control, or other aspects of social life such as employment and health insurance,
 then we will almost certainly find ourselves living in a world portrayed in the realms of Gattaca.
 For Heffernan, this is not just an accidental occurrence, it is technological intervention creeping into social life, ‘gradually, incrementally, but deliberately, increased over time.’
 The concept is not new in the field of information systems development. The idea is known as “function creep”, the way in which information that has been collected for one limited purpose is gradually allowed to be used for other purposes which people may not approve.
 And it is here where the interplay between science, law and society will inevitably see a great deal of new research being conducted.

VI  Conclusion
Fingerprints and DNA profiling have become synonymous with identification in criminal law. Both these markers have the capacity to inculpate and exculpate a suspect but cannot be used as the only source of evidence in a court case. The use of DNA since the first case in the U.K. in 1988 was initially very controversial both in the U.K. and abroad, even moreso than fingerprints, due to its complexity among other reasons stated in this paper. The technique of DNA sampling, profiling and analysis has developed over the last twenty years, and a number of technical, legal and administrative fixes have made the technique more acceptable. It is now considered a marker that is factual and scientific and credible by courts, politicians, the media, other commentators such as academics, and even citizens. Most commentators ascribed a ‘closure’ to the controversy around the late 1990s when technical and administrative fixes were introduced to overcome some of the earlier problems to do with the profiling of degraded samples, primitive forensic analytical techniques that were superseded with more advanced approaches and machinery, and standards were introduced into forensic laboratories worldwide. 

But almost simultaneously as the so-called closure occurred in the field of forensic analysis, the market for DNA analysis in the medical domain burgeoned with hope. All of a sudden around the turn of the century shrouded in the veil of the Human Genome Project, DNA became more than just an identification tool: it became the potential for the discovery of an individual’s predisposition to disease, a potential to cure based on pooled genetic information from homogenous populations, a potential employment screening mechanism to identify behavioural characteristics that were at odds with a given occupation, even a way in which to reduce a family’s life insurance premiums given the right type of genetic makeup. Whereas DNA in criminal law has more to do with pure identification, the possibilities for DNA information (both samples and profiles) to be used in other more discriminatory ways became very real. 

We now have volunteer DNA data stores, which store DNA samples for citizens anywhere in the world, and ask for their consent to do so every 15 years. What will these stores be used for in the future, has reawakened the DNA controversy… the same commentators who declared the controversy “closed” have now heralded this current period one of “post closure”. It is difficult to see how such complex technologies as scientific DNA analysis as applied to criminal law, where advancements in innovation are still occurring on a daily basis, could already be in a period of post-closure. The U.K. NDNAD more than any other DNA databank in the world, has shown us that the legal fixes are yet to come. What is troubling is that the U.K. had once struck a balance between an individual’s right to private life and the interest of the public in the reduction of crime, but it somehow managed to disrupt the harmony, ironically to better serve its citizens with a more improved criminal justice system. The original PACE of 1984 had its regulatory flaws but most civil liberties advocates would rather the U.K. government go back to a time when written consent, serious offences, better delineation between intimate and non-intimate samples, samples upon charge (not arrest), and defined DNA retention were circumscribed in the law. 

The storage of DNA samples of criminals and the re-testing of samples in the future is yet more sensitive a debate. S and Marper v. United Kingdom was rightly about the destruction of samples of innocents from the NDNAD but possibly the argument now runs much deeper- perhaps one day we will witness a case in the European Court of Human Rights which will be about the destruction of all DNA samples even of those who have been convicted from policing DNA stores. DNA profiles are proven enough for the purposes of cross-matching between a sample found at a scene of a crime and that of a suspect- why keep the cellular sample? There are many contracting members of the Council of Europe that do not retain cellular samples, but just the DNA profile. This issue will increasingly come to the attention of legal experts as newly established treaties like Prüm begin to impact on national laws. If DNA profile data will eventually be exchanged between contracting parties, then there must be agreement in Europe about the number of markers that will be used to determine a profile. Currently there are no standards and while the U.K. uses 10 markers currently, other states use 16 markers or otherwise. Cross-matching profiles between contracting parties will then become problematic, as statistical proofs for such cross-matching exercises will become even more complex across diverse population and ethnic variance. Clearly we are headed not for closure but for collision, and the risks will no doubt be amplified.

As a leader of DNA technical developments, the U.K. needs to also lead by example in its application and regulation of DNA. The Grand Chamber emphasized the “special responsibility” for the U.K. to do so. It is difficult to believe how a nation which has a Human Rights Act (1998) could in fact be so contradictory in action in the grossly disproportionate enlargement of a criminal identification database. The U.K. government would have us believe, statistically at least, that almost 1 in every 10 persons in the U.K. should be feared because of their tendency toward crime, and that 1 in every 3 persons pertaining to a black ethnic minority has committed a criminal offence. The U.K. must take a comparative view of DNA sampling laws in other states to ensure that it comes back into line with the rest of Europe, and there are hopes, at least from preliminary media releases, that it will willingly comply with the ECtHR judgment of S and Marper. This is an opportunity for the U.K. to seize and develop its concepts of privacy further through public consultation and Parliamentary debate. As a result, it has an opportunity to play a pioneering role in raising awareness for different forms of privacy, including informational privacy.

For now, at least, we have some guidance by the ECtHR about the importance of data protections, and the collection, storage, and use of fingerprints, DNA profiles and DNA cellular samples. Each are sensitive pieces of personal information, each has the capacity to interfere with an individual’s rights to privacy (especially informational privacy), and each may be misused some time in the future. In the case of DNA cellular samples, the most “at risk” personal data element, grave protections must be introduced now before it is too late. This may be in complete loggerheads with medical research but until we know the limits of what DNA can and cannot tell us, we must err on the side of caution. Medical research is very important, it is imperative to age well, but at the same time the discrimination of individuals based on their genetic makeup will go against every human right imaginable. Because at that point it will no longer just be about discriminating against individuals (say the convicted), but also against the families of convicted, and even ethnic minorities based on likelihood assumptions from genetic evidence.
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Appendix 1

Full Transcript of Interview with Mr Peter Mahy of Howells LLC

This interview was conducted via telephone at 20:00 Australian time on the 10th October 2009. Mr Mahy was located in Sheffield in the United Kingdom. The length of the interview was one hour. The transcription was conducted by Katina Michael and later enhanced by Mr Mahy himself.
Katina Michael: Peter, thank you for the opportunity to conduct this interview with you. Could you please provide me with your exact position and title at Howells LLP.

Peter Mahy: I am a solicitor and a partner at Howells and the Head of the Civil Liberties department. At Howells there are about 300 staff in all mainly doing legal aid work.

Katina Michael: And how long have you been there Peter?

Peter Mahy: In terms of my qualifications I have got an honours law degree from Sheffield University and a Masters in Criminology from the University of Cambridge. I did the Legal Practice Course at the University of Northumbria, Newcastle. I joined Howells in 1996, qualifying in 1998. So altogether I have been at Howells now for 13 years.

Katina Michael: Do you distinguish between the collection and storage of DNA samples as opposed to DNA profiles? Or do you see both collection types are ‘equal’ in value?

Peter Mahy: I do distinguish between DNA sampling and DNA profiling. And in fact, the UK government is now also distinguishing between DNA sample and profiling, stating in their consultation paper, Keeping the right people on the DNA database, that samples will be destroyed. I think there is a particular distinction in that there is a fear with how samples may be used in the future, and how they might be analysed into the future. However to me personally, I think the collection and storage of DNA profiles as opposed to DNA samples is marginal and that both are of a huge concern.

Katina Michael: So the UK government has now publicly stated that they will destroy all samples on their national database?

Peter Mahy: Yes. So what they are saying now is that the DNA sample will be destroyed once it has been uploaded to a profile.

Katina Michael: Could you make a general comment about the British Police and Criminal Evidence (PACE) Act 1984 and how it has changed since its introduction?

Peter Mahy: So prior to 2001, the UK took the position that if you had your DNA taken on charge then it could be kept but if you were acquitted or the charge was not continued then it had to be destroyed. That was changed in 2001, so that DNA could be retained even after acquittal or if charges were dropped. And then the law again changed so that a DNA sample could be taken just on arrest, not charge. So the PACE in terms of the collection of DNA was significantly watered down.

Katina Michael: Is it true that PACE has been watered down so much that it has been applied to the collection of DNA samples for what society generally considers petty misdeeds? Was DNA collected first for violent crimes alone, and then later due to changes in PACE for minor misdemeanors?

Peter Mahy: So what has happened now, is about police powers with respect to recordable offences. And so every 6-12 months, the notion of what constitutes a recordable offence is redefined, and each time it gets redefined more offences are introduced into PACE, including more lower level crimes. So there has been a widening of the definition on what constitutes a recordable offence, to include more minor offences.

Katina Michael: Some analysts, early on (e.g. Ireland 1989) have argued that PACE did a good job of balancing the right of an accused person against the need for police to have adequate powers for law enforcement. Do you agree?

Peter Mahy: I think the problem in the UK is that you see an increasing amount of criminal legislation. There has been 3000 changes to acts of parliament related to criminal legislation since the Labour government has been in, so there has been a creep to the erosion of civil liberties, a hemming in if you like, and so it seems to be a constant battle to keep the rights that were enshrined in PACE and the Human Rights Act.

Katina Michael: Do you see then, that the increase in police authority and powers represents a commensurate loss in the individual rights of UK citizens?

Peter Mahy: So I think there is sort of a constant creep against civil liberties, and a constant battle to preserve them. And it is not clear cut. The UK enacted the Human Rights Act which was a massive step forward but that is under threat at the moment. There is a conservative party here that is saying they are going to take away the Human Rights Act. This could be seen a battle between the left and right all the time, trying to keep the rights that have been hard fought for.

Katina Michael: As a solicitor representing persons in cases to do with civil liberties, how do you feel about the collection of DNA samples for crimes such as: petty misdeeds such as begging, or being under the influence of alcohol, and acting in a disorderly fashion?

Peter Mahy: I think an interesting issue in this whole case and this whole debate is that no one has really grappled with why DNA has been taken from a person at all. If a person is presumed innocent, I mean, why should you take their DNA on arrest or on charge? That led into the question really. Is it right to take the DNA of a person for very low level offences? I think that no one has really grappled with this, of when do you draw the line and when should it be taken?

Katina Michael: I agree. I am actually interested in this very question. And perhaps more specifically I am interested in why more citizens do not speak up about the collection and long term storage of their DNA samples and profiles. Is it that citizens feel powerless? Or that they do not know how to fully participate in such a process of questioning?

Peter Mahy: I think that what has been absolutely amazing in this case is that when this case started out it was pretty much just me challenging the law. There was so little interest in the divisional courts, little interest in the Court of Appeal. Even at the House of Lords, the media was not really interested, not at all, so there was really no profile. When we got called from the European Court of Human Rights things began to get a little bit more exciting. And then there was the Nuffield report that was big publicity. And after the European Court there seems to be something on DNA in the press every day, and I think it is high profile. When you listen to documentaries on television here, or question time which is very popular, there is just about something on this every week because this really is a big issue now and it has come as a result of the stand that we took. And it seems that this is a major issue. In terms of people challenging government and taking it forward- I understand that Chief Constables are virtually inundated with daily requests at the moment and citizens voicing and demanding their rights. 

Katina Michael: That is great to hear. And I do hope it sets an example for others to follow, causing a ripple effect through the Europe, and the rest of the world. Does the UK government actually have about 9% of all UK citizen DNA samples?

Peter Mahy: Yes it does. The figures that we have over here are that there are just over 5 million samples on the DNA database with about a 60 million population in the UK, so it is roughly between 8%-9%. I mean it is a particular problem here because these are the statistics that we have been given over the years by the Government, but they seem to change a lot and are quite unreliable, and that is one of the key problems. So I am rather sceptical about the UK figures that they are putting forward but it seems to be around the 5 million mark.

Katina Michael: So when you compare the percentage of the UK population that has had their DNA sample stored (about 9%) on the national DNA database with other countries in the world (about 2%) do you believe that the collection is ‘grossly disproportionate’? Are we to believe that crime rates are so high in the UK, or there are other historical reasons to describe this kind of sampling?

Peter Mahy: I think the UK in the last few years has become fairly obsessed with crime and it has been a policy of the government to focus on this. And the government was particularly proud in this case to say that they were the vanguard of DNA and of the biggest database and therefore they would be able to conduct crime detection but without really thinking about the implications. So it was actually the Government who wanted to have the biggest database. I think the government also saw it as a cheap way of fighting crime, and cutting costs and trying to keep the public happy.

Katina Michael: And are the retention laws in the UK, post S & Marper bound to change?

Peter Mahy: This is quite a difficult question. The government has been doing as little as possible to comply with the judgment but the Council of Ministers is ensuring that they do comply with the judgment. So although to date, they have been doing as little as they can, in the end they are going to have to comply. 

Katina Michael: Could you elaborate on the main issue the ECtHR case identified which was to do with the principle of “proportionality” and an individual’s right to respect for private life? Was this the key finding? What were some of the other findings from your viewpoint?

Peter Mahy: I think one of the important things to realise is that in the UK courts, we traveled from the Divisional Court, the Court of Appeal, and the House of Lords, and while in the UK it was stated that Article 8(1) the ‘right to private life’ was probably not even engaged. The feeling in the UK was very much that this was not a very important issue and why are you here for. And we had a fairly rough ride in the UK courts, some even commented that they could not see any basis for the case at all. In the ECtHR, they said clearly that article 8(1) was engaged and that was an important finding, from the UK point of view certainly that these rights have to be taken seriously. I think the other major finding was identification from the court that there was no independent system in the UK for review, and so you have to ask the Chief Constable to remove your DNA and simply that is not fair. That is something that the UK Government has tried to whitewash a bit, saying that well, we are going to keep that, and the Council of Ministers are saying well that is not good enough. So the finding that you should have the opportunity to have somebody else make the decision was important. But the main findings from the European Court were what is called the Article 8(2) right, which is the proportionality argument. They said that they were struck that in the UK there was a blanket policy so that everybody’s DNA was retained until they were 100 or until they died, no matter who they are or what offence they committed. And they found that the UK had overstepped what is called the margin of appreciation, that is the right for each country to determine its own laws and try to strike a fair balance. So all in all, they found that not only was Article 8 (1) engaged but that Article 8(2) on proportionality where states have a lot of lee-way that the UK had just gone too far and were adopting a blanket one-for-all policy.

Katina Michael: How do you think the United Kingdom have reacted to the ECtHR ruling? And have they reacted enough and at the required speed?

Peter Mahy: What happened in December 2008 the Home Secretary, who has of course now been chucked out, said there was going to be a white paper and that the matter was going to be fully debated with common sense standards. Not soon after that, around about February 2009 time, the Government said they were going to make regulations and secondary legislation so the matter would not be debated. And that is now in jeopardy because the House of Lords Committee said that would be an unlawful. The Government then introduced the consultation paper, Keeping the right people on the DNA database, in May of this year, and importantly, based their statistics from the Jill Dando Institute. The Jill Dando Institute recently said that the statistics that the consultation is based on were not finished. So that puts the whole consultation up in the air. And most importantly the Council of Ministers debated this on the 15th and 16th of September this year, and looked at the UK proposals and they basically said that for most of them that if they were enacted, then they would be unlawful. So I think the UK is in a very difficult position because 10 months on they have not complied with the judgment. And that they have put proposals forward that are based on flawed statistics and which the Council of Ministers have said would probably be unlawful.

Katina Michael: And you have mentioned the citizen response has been to inundate the Chief Constables with requests to remove DNA samples. How have you felt about the consultative process as of May 2009?

Peter Mahy: Part of the problem with the consultation process from my point of view, is that for a public consultation the Government provided a very long and a very complex document. It is not the sort of document that most members of the public can easily read. It was not in an easy format. There was no sort of response leaflet that had five or six questions that you could answer and send in. There was none of that, no guidance of how to respond. I think for many members of the public that would have been difficult to respond to. We were told that there were however about 500 people that responded. And of course, it was only people who knew about the consultation and could access and understand the document and then just send their response to it.

Katina Michael: So S & Marper’s DNA samples were removed after the ECtHR ruling? And what about the samples of other innocents? Were they destroyed or are they still on the database?

Peter Mahy: Our clients’ samples were destroyed in December 2008, almost immediately after we requested destruction, after the ECtHR ruling. What has been happening in the UK is that the Government, the Home Office, have been telling forces to send a standard letter out to people who have requested destruction of their samples, saying that the law and policy in the UK has not changed and therefore they would have to wait for a change in the law or policy. And that is what the majority of the people get. And I guess for people who cannot afford to pay privately or eligible for legal aid, they think that that is it, and they do not know any different. We have had quite a lot of clients who have come to us about their situation and we have been challenging it and to date all of our clients DNA samples have been destroyed and taken off but I think the problem is that the majority of people are not fully aware of their rights and are accepting what is said. They do not know how to challenge the government in what they are saying.

Katina Michael: What is the next step in this process? What will it take for the UK Government to destroy the samples?

Peter Mahy: The Labour Government here is very reluctant and I think in truth that they are hoping that this issue is just going to go away before the general election which is scheduled for the next six months or so. I am sceptical that they are going to do anything before then but they have Europe on their back and the Conservative Government which is interestingly seen as more right wing has said that they will comply with the ECtHR judgment, and will destroy the DNA samples of all innocents as will the Liberal Democrat Party. So it all depends on who is in power. But I think either way eventually the UK is going to have to comply with the judgment and destroy DNA samples of innocents or at least have a fairly limited retention period as they do in Scotland.

Katina Michael: Do you wish to comment about reports in the media that Mr S has somehow found his way back onto the DNA ‘archive’? Authorities would have us believe that Mr S’s details should never have been removed from the National DNA Database (NDNA) in the first place, but is the real story more about the ‘ease’ with which one’s DNA sample can end up on the NDNA?

Peter Mahy: I think in a way it is the Government trying to make the most of it, but it is a false premise really, because the point is that Mr S was arrested again, and his DNA was put back on the NDNA. But they did not need his DNA to get there, i.e., it made no difference that his DNA was taken off in the first place. As I understand it, DNA was not involved in either of the cases at all. In fact, DNA was not a feature of either case, so it would not have made any difference at all.

Katina Michael: So your response is basically, what is the point of collecting and storing DNA when it cannot add any value to the actual case in question?

Peter Mahy: Yes, in the case of our client, what did it matter, DNA played no part at all. 

Katina Michael: So why have the UK adopted such a stance? Are they attempting to make their statistical inferences more robust when DNA is being analysed in criminal proceedings?

Peter Mahy: Certainly the UK’s policy has always been that they have wanted the largest database possible. I think if it was not for the EHCR ruling, they would have gone for a fully fledged national DNA database.

Katina Michael: So I gather from my reading that the motivation for such a national DNA database has to do with providing a greater probability and confidence level between the DNA evidence found at the scene of a crime and a match with the DNA sample of a suspect and to eliminate such problems linked to the need to conduct sub-group sampling?

Peter Mahy: Many of the commentators now- and this is where we are getting into more scientific discussion and more areas of argument- are saying that they consider four to five million samples to be the largest for an accurate DNA database. And that if your database size goes over five million that your chances of getting false hits and false readings increase. I was reading one article that was discussing how the chances of false hits is now increasing as a result of increasing records on the NDNA.

Katina Michael: What do you think the ‘Father of DNA’ thinks about all this?

Peter Mahy: Well in fact, Alec Jeffreys has gone on record over the last few years saying that the DNA samples of innocents should not be kept and should be destroyed.

Katina Michael: Could you make a comment about the collection of DNA samples from: 

a)
Children?

b)
Persons under the age of 18?

c)
Or of particular ethnic/racial/familial backgrounds

and what impact this might have in a court of law?

Peter Mahy: This was something we relied on -  the UN Convention on the Rights of the Child and the European Court certainly saw that as a big issue, and that children are entitled to special consideration. And we also made the discrimination argument that there are so many more people of ethnic backgrounds than Caucasians as well. But in the end the ECtHR did not need to rule on that matter at all, as they ruled on the importance of a right to private life. Personally, I am not sure that there is a huge difference, and personally I think that the same rules should apply to everybody. If you are innocent, then it should not really matter what age you are, or what background you are from.

Katina Michael: So how is the Government proposing to change DNA retention laws by age and type of offence?

Peter Mahy: So there are proposals from the Government to that end. For a serious violent, sexual or terrorism related offence, the DNA of a child would be retained for 12 years. For children between the ages of 10 and 18 years who are arrested but not convicted on one occasion, DNA is retained for 6 years then deleted on the 18th birthday, whichever happens first. And if a child is arrested on 2 occasions, their DNA is retained for the full 6 year term. So yes, a different regime for the retention of DNA for children. 

Katina Michael: What would it take to raise the profile of the importance of removing DNA samples from public databases, especially in the European Union or Council of Europe states? Will it take more cases like S & Marper to front up to the ECtHR or various EU states to remove samples from databases? What strategy would you adopt?

Peter Mahy: I think we now have the judgment and it is now in the political debate and the Government will have to respond to the consultation submissions shortly. And after the ECtHR judgment the Government has been under constant pressure. There will be more test cases from people like me. I see the next test case could be somebody who tries to have their DNA destroyed only to be told by the Chief Constable that it cannot. At the moment the Chief Constable is relying on guidelines from 2006 which says the House of Lords ruling is the law. And I think that that is just crazy. The Government is not even taking into account the ECtHR judgment really. I think there would also be an interesting test case on whether it is lawful to take DNA on arrest given that there is no evidential threshold at that stage and I think there is going to be another test case on the issue of keeping DNA for ever and for minor crimes. I think there is going to be lots of test cases as well as the Council of Ministers driving the political debate, so altogether really.

Katina Michael: Could you make a comment on the collection and exchange of DNA data as a result of the Prüm Treaty? Do you see this as magnifying the problem of collecting DNA samples of innocents and those acquitted?

Peter Mahy: To be honest, we never got to the bottom of how this works in practice. For instance, if someone has there DNA sample taken in the UK and a DNA profile is exchanged between EU states and then a request for deletion is made and granted in the UK, who knows where your information has been saved? Has it been saved in different places all around the world? I am not sure even the Government has a handle on what they have been doing with this information.

Katina Michael: Yes the loss of information is a critical issue for such sensitive databases.

Peter Mahy: I do not know if you heard but in the UK last year, there was a database of DNA profiles with known sex offenders sent from the Dutch police to the UK). Somehow the disc was misplaced and found over a year later. There has been a whole history here in the UK of data going missing, including prison inmate details, bank account details etc. The point is that mishandling of such information is possible. The matter seems to have gone quiet now but this seems to be a huge issue. It seems to me however that there are even more fundamental issues. Say for instance we are sharing DNA profiles with country X who is currently considered our ‘friend’ and then 10-20 years down the track they become our ‘enemy’. This then becomes a serious terrorist threat. These DNA samples and profiles can then be used against us and to cause huge threat against us. 

Katina Michael: Given my background is in information technology, I do read so many articles on the losses of data such as disks left behind at train stations and airports, unencrypted data being intercepted, and the theft of laptops of very important persons. But I really had not gone to that next step to consider the way in which DNA profile data in particular, could be used to attack and to make the most of a potential terrorist act. That is fascinating-

Peter Mahy: Yes, it is pretty scary… You could just imagine that even on 5 million samples in the UK getting into the wrong hands and from those records you could determine which type of chemical or biological warfare could wipe out 90% of the UK population but would allow other states to be somewhat unaffected. There would be a significant danger.

Katina Michael: When government authorities quote statistics related to the number of cold cases solved using DNA evidence/samples, or the number of successful convictions based on the process of matching DNA profiles, are we really to believe them?

Peter Mahy: Well, again, the government statistics are extremely unreliable. I think an important thing to note is that from the Council of Ministers discussion a couple of weeks ago, the information they have actually been given from the Government themselves is that of the 850000 or so samples that are potentially from innocent people that 350000 are from people who have been convicted or acquitted. And from those 500000 samples that are left they do not know what happened to those individuals. So when you have a database with 10% of samples of which the Government has no idea of whether those people were convicted or innocent then I think that just shows how very statistically unreliable the data sources are. 

Katina Michael: I would like you to comment on the use of force in obtaining intimate and non-intimate DNA samples without the suspect’s consent? What does ‘refusal without good cause’ actually mean in the United Kingdom with respect to PACE? Do you know of any cases where this has occurred and innocent person has not been incriminated? The exact phrase that is used in s. 62(10) is: “Where the consent by the detained person is refused without ‘good cause’, the court, and the court and jury, may draw inferences that may amount to corroboration of any evidence against the person in relation to the refusal s. 62(10).”

Peter Mahy: I can answer that in a slightly different way using an example of a case that I recently dealt with where I had a very well respected client in the community, who with his wife was arrested for stealing their own car. At the police station they were asked for their DNA sample and they refused and it was taken by force. We have been battling to get that DNA destroyed for 2 years or so, and only post Marper and only recently, in fact only in the last month or two, we finally got it destroyed. And to those people I think that the whole way it was approached by the police initially in taking the DNA sample by force from somebody who clearly had not committed an offence and who were not charged at the police station and were let go after that, simply to boost the number of people in the database, is horrific and unnecessary. And the battle for 2 years after, alienates people and I think that is why the Government has going wrong on this issue because you should be policing by consent rather than by coercion. Those two clients before this ordeal were engaged helping the police and very appropriately will now be very reluctant to help the police and there are hundreds of thousands of other people who feel the same way.

Katina Michael: Perhaps it is a good time now to ask you about initiatives such as the Innocence Project in the United States (1992) and the Innocence Network in the United Kingdom (2004). Do you believe that increasingly DNA evidence is rightly being used as a critical component of many judicial proceedings? Or do you think it is being overused? That is, DNA evidence can be used to both inculpate and exculpate a suspect; that DNA evidence has the power to convict the guilty or exonerate the innocent in criminal litigation. Do you have any thoughts on this process?

Peter Mahy: Well, I can see that DNA is very useful in a criminal case and it may solve a crime or prove that somebody is innocent. In the UK now, DNA is routinely used in family cases related to issues of paternity. In fact, DNA is used routinely in immigration cases. But it seems to me though that the essential issue to grapple with is when DNA should be taken without consent because that is an interference of people’s rights, and so should it be taken on arrest or should it be taken when you are charged, or only voluntarily? And that is just the dividing line. I think there is a big mix up and a lot of false prophecy in the UK in how DNA should be used. The UK Government has always proclaimed the importance of DNA, but this question was also answered in the European case. Well that is not disputed. The question is, when you should take DNA from people who do not wish to give it?

Katina Michael: I have just finished reading Ron C. Michaelis, Robert G. Flanders and Paula H. Wulff, A Litigator's Guide to DNA: from the Laboratory to the Courtroom (2008) who state on p. 99 that the “ideal DNA database would contain the profiles of every person in the country” [United States]. But they go on to claim that “[a] database such as this will obviously never be compiled, so forensic analysts must use the data that have been collected, from a tiny portion of the population, to estimate the frequency of an allele in the larger population.” Do you believe as Michaelis et al. do that the UK will never seek to implement a national DNA database? Is the idea as far-fetched as it might seemingly initially appear?

Peter Mahy: I think if we had not won the S & Marper case that this would have happened in the UK. There was mention in the UK courts that the Government was mostly relying on the principle that DNA was taken at the police station, that it was a historical fact and that it was not a big deal. And there were some reports that suggested that DNA samples should be taken from babies at hospitals when they were born because at that point the procedure could be done fairly easily. And of course, you would not need to do it for everybody because of the capability to conduct familial searching with DNA. For instance, 15 to 20 million samples would probably be enough to identify almost anybody in the UK. It might not be that person but it might be their brother. And that clearly was attractive to the UK and I think that that might have come. But now because of the ECtHR judgment that is clearly in retreat now. I mean the Government here is proposing IDentification cards with biometric data on them. I think that is on very shaky ground now. My best guess now is that the Government is not going to go ahead with that, apart from the fact that they are fairly bankrupt. So initially yes, I think the idea was of a blanket coverage DNA database and that probably would have happened but I think now it is unlikely. 

Katina Michael: Do you see the collection and storage of biometric data like fingerprints to be equally harmful as the collection and storage of DNA samples or profiles?

Peter Mahy: I do not see fingerprints as being as big an issue as DNA. I think with DNA it is the fear of future uses that worries people and people do not understand exactly what DNA is and what it could be used for. Whereas fingerprints are seen more as a signature and that less pieces could be extracted from it. But I think generally, especially with my clients, they are less concerned about fingerprints or a photograph than they are about DNA.

Katina Michael: I have a PhD student that is co-supervised by me and someone from the medical school that is working on the secondary uses of patient medical data including for instance the use of blood samples to aid in the discovery of cures. Her main aim is to develop a patient consent matrix. What I can say I am witnessing is a major push by the medical field, including medical practitioners and associated suppliers of medicines such as pharmaceutical companies to gain access to large amounts of what was once considered confidential databases in the hope that they can create medical breakthroughs. And there are also now quite a few health databases that contain hundreds of thousands of records and have been created voluntarily by the community adding their personal details to registers. Is it possible that we get to the point that the medical field almost overtakes the criminal/civil proceedings collection of DNA samples?

Peter Mahy: I was talking to some doctors in Leeds about this very topic earlier in the week. Doctors in hospitals are collecting blood samples every day for one thing or another. And I think there is a very important distinction they mentioned to me is that they have to ask the person if they consent at the start. And they also have the right to withdraw their consent and their details and samples taken off entirely in the future. And of course what we are talking about here is taking the DNA without consent and keeping them forever never bothering to take them off. But to me it seems that the big difference is consent. 

Katina Michael: And how we would achieve true consent? Would you ask the individual periodically whether they consent to their DNA data being stored on a medical database for medical discovery? Do you ask them every three months? This is a question we are finding hard to answer.

Peter Mahy: In the medical field of course, it may be, I do not know, say in three or four years time that they decide that DNA samples are going to be sold to insurance companies who are very interested in this data especially if you are going to be ill down the track. But at that stage a person might think, I do not want to be on that medical database anymore and I want to be taken off. I think those are the sort of scenarios that will cause the major development because then they could withdraw their consent. For instance, imagine a company who obtains this data and later turns out to be engaged in unethical practices, how would you then withdraw your consent. Again, to me, a major issue here is that you may give your DNA to a limited company who then sends it abroad. I do not really see how you can really control it and to ensure that if you withdraw consent at a later date; that you can indeed really get your DNA back or get it destroyed from the database?

Katina Michael: I am really interested in the role that self-interest groups have had in the S & Marper case from the very beginning to the present time. I have come up with the following groups, and I would like you to let me know if any are missing to your recollection. In no order of importance I have come up with the Nuffield Council on Bioethics, Liberty, GeneWatch, StateWatch, the Genetic Interest Group, and the NDNA Ethics Group, Amberhawk, and Where is Your Data.

Peter Mahy: There is a letter that was written by the interest groups to the Council of Ministers about a fortnight ago. And I think that all of these groups are important because they will influence particular decisions. You should add to your list Privacy International UK, Black Mental Health UK, Action on Rights for Children, and No2ID.

Katina Michael: One thing I am trying to do is to look at the S & Marper case from the view of different stakeholders- the government and policymakers, the citizens, the media, the academic papers that have been written on the S & Marper case such as case comments and notes, and of course, the self-interest groups that are lobbying on behalf of the rights of citizens.

Peter Mahy: To be perfectly honest what happened, is that while we were taking the case through the courts in the UK, we were on our own. In the Divisional Court there was little media interest, and nobody was interested. In the Court of Appeal, Liberty tried to intervene but they could not come to the hearing. In the House of Lords, again, Liberty intervened and they were threatened by the Government that if they did and they came to the hearing there would be costs against them and Liberty was fearful of that. So in fact, Liberty did not come to the House of Lords. So we were really the only ones against the Police and the Government and we were hugely outgunned. It was not until we got to the European Court that Liberty put some submissions in, and importantly Privacy International UK put in some really good work but for the actually ECtHR hearing we were on our own again. There was seriously little back up then, but now that the judgment has come to pass there is a lot of interest from interest groups who are doing good work. Non-government organizations have a right to participate in the Council of Ministers debate, and that is why now they actually have some power.  

Katina Michael: What was your experience going through the UK court system as opposed to the European Court of Human Rights?

Peter Mahy: It was such a different procedure going through the UK court system and the ECtHR. The UK Courts were pretty nasty to us really,. When we went to the European Court, the initial procedure is that you go to Court and then you are asked if you wish to go and meet the President of the Court, Jean Paul Costa. So we got to go up to his office, two per party luckily, because it was just me and my barrister Steve Cragg, and there were the lawyers for the Government of which just two went up, and we had a cup of coffee before the hearing at 9 o’clock. So it was just this incredibly different way of dealing with things.     

Katina Michael: That would have been an important meeting, yes. 

Peter Mahy: And he said to me something along the lines of: “[n]othing is certain yet, we have not decided anything…”

Katina Michael: And I noted for you in one of the reviews, that that occasion was really a highlight. Peter, could you tell me how to describe your exact role on the S & Marper case?

Peter Mahy: The solicitor, who acted for the claimant in the S & Marper v United Kingdom case.

Katina Michael: And can I ask, why Mr S and Mr Marper? How did it come to pass that you chose these two individuals? Had they approached Howells LLP?

Peter Mahy: So the reality was that South Yorkshire Police had written a letter to all solicitors saying that because the law had changed they were going to keep all DNA samples of people. In other words they were saying- “[s]top asking for the DNA samples to be destroyed.” And then when the email came around and I read this letter, I immediately thought, well that does not really sound right and we should challenge it. And very quickly I had Mr S and Mr Marper in the office who had written to the police asking for destruction of their DNA samples. I think till that point, I do not really think anyone else had really thought about it as the legislation in the UK was just out, and few perhaps saw it as an issue and worth challenging. 

Katina Michael: Just as a final summary Peter, what were the tangible/intangible or explicit/implicit impact(s) of the ECtHR ruling on the United Kingdom?

Peter Mahy: Tangible is that the ECtHR ruling has created change and at the moment there is a lot of debate, a lot of talking between parties here. I think in a way it has drawn a line in the sand, and hopefully in the next 10-20 years we will look back and say that was an important case. That that was a case, where we took a good look at what was going on in the UK and put a stop to the erosion of rights. 

Katina Michael: Any final comments that you might have on this S & Marper case?

Peter Mahy: I think one thing that is important to mention is how poorly funded we were. We were granted some legal aid from the European Court which was 2,613 euros. That was for myself and the barrister and included travelling expenses. So we were probably looking at something like 600-1,000 euro for the both of us, some 200-300 pounds each. It was an immense amount of work- boxes and boxes of documents. But at the same time, the Government lawyers were probably getting paid about 200-300 pounds per hour for the case. And we expect that the UK Government spent hundreds of thousands of pounds, if not millions of pounds just on the hearing. We made a request to freedom of information from the UK Government and they refused them, on the basis that this information was commercially sensitive. I think this just highlights the inequality of people trying to win a case versus the Government and the State. And now that we won the case we got paid fairly reasonably but we are sure, nothing like what the Government got paid. I think it shows the importance of people taking a stand but it is very difficult to communicate that lesson. 

Katina Michael: Well, I for one, having researched this case over the last 12 months, am quite in awe of what you have achieved. And I am unsure if you perceive the importance of S & Marper for other nation states, but this case ruling will set a precedent for others to follow.

Peter Mahy: It is kind of strange because on a personal level you do not get much feedback like that. Sometimes you wake up with the alarm going off and you hear the case on radio and people are talking about the case and you have to pinch yourself and recollect that that was ‘my case’. And I have quite a few high profile cases but this one seems to run and run I think.

Katina Michael: Well, it sure has been an incredible case! And I wish you many more successes into the future. For us, it is a flagship case and it has been a true honour to have conducted this interview with you. So thank you very much for your time.
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