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Abstract. In Asiacrypt2001, Boneh, Lynn, and Shacham [8] proposed
a short signature scheme (BLS scheme) using bilinear pairing on cer-
tain elliptic and hyperelliptic curves. Subsequently numerous crypto-
graphic schemes based on BLS signature scheme were proposed. BLS
short signature needs a special hash function [6, 1,8]. This hash func-
tion is probabilistic and generally ine�cien t. In this paper, we proposea
new short signature scheme from the bilinear pairings that unlik e BLS,
usesgeneral cryptographic hash functions such as SHA-1 or MD5, and
doesnot require special hash functions. Furthermore, the schemerequires
less pairing operations than BLS scheme and so is more e�cien t than
BLS scheme. We use this signature scheme to construct a ring signature
scheme and a new method for delegation. We give the exact security
proofs for the new signature scheme and the ring signature scheme in
the random oracle model.

Keyw ords: Short signature, Bilinear pairings, ID-based cryptography, Ring
signature, Proxy signature

1 In tro duction

In recent years, bilinear pairings have found various applications in cryptogra-
phy and have allowed us to construct somenew cryptographic schemes[5{8, 11,
20,23,27]. In theseschemes,there is a basic signature scheme,the BLS scheme,
that has the shortest length among signature schemes in classical cryptogra-
phy. The schemeis basedon Weil pairing and can be obtained from the private
key extraction processof Boneh-Franklin's [6] ID-basedencryption scheme.BLS
short signature needsa special hash function, i.e., an admissibleencoding func-
tion called MapToPoint that is also used by most conventional cryptographic
schemesfrom pairings. Although there has been much discussionon the con-
struction of such hash algorithm [1,8], these algorithms are still probabilistic,
and to our knowledge there is no deterministic polynomial time algorithm for
them.

The Computational Di�e-Hellman Problem (CDHP) is a well-studied prob-
lem and its hardnessis widely believed to becloselyrelated to the hardnessof the
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Discrete Logarithm Problem (DLP). There are two variations of CDHP: Inverse
Computational Di�e-Hellman Problem (Inv-CDHP) and SquareComputational
Di�e-Hellman Problem (Squ-CDHP).

In this paper, we propose a new short signature scheme from the bilinear
pairings. Our scheme is constructed from Inv-CDHP basedon bilinear pairing
and doesnot require any special hashfunction. We note that the computation of
the pairing is the most time-consumingin pairing basedcryptosystems.Although
there have been many papers discussing the complexity of pairings and how
to speed up the pairing computation [2,11], the computation of the pairing
still remains time-consuming.Our new schemeuseslesspairing operations than
BLS scheme, and hence,is more e�cien t than BLS scheme. Based on the new
signature scheme, we propose a ring signature scheme and a new method for
delegation (so far someproxy signature schemes).We give exact security proofs
for the new signature schemeand the ring signature schemein the random oracle
model (the cryptographic hashing function (such as MD5 or SHA-1) is seenas
an oracle which producesa random value for each new query).

The rest of the paper is organizedasfollows: The next sectionbrie
y explains
the bilinear pairing and someproblems related to pairings. Section 3 gives the
new basicsignature schemeand its security analysis.Section4 brie
y shows the
relationship between the ID-based public key setting and this basic signature
scheme. Based on the basic signature scheme, we give a ring signature scheme
and some proxy signature schemesin Section 5 and 6, respectively. Section 7
concludesthis paper.

2 Bilinear Pairing and Some Problems

Let G1 be a cyclic additiv e group generatedby P, whoseorder is a prime q, and
G2 be a cyclic multiplicativ e group with the sameorder q: Let e : G1 � G1 ! G2

be a map with the following properties:

1. Bilinearit y: e(aP; bQ) = e(P; Q)ab for all P; Q 2 G1; a; b 2 Zq
2. Non-degeneracy: There exists P; Q 2 G1 such that e(P; Q) 6= 1, in other

words, the map doesnot sendall pairs in G1 � G1 to the identit y in G2;
3. Computabilit y: There is an e�cien t algorithm to compute e(P; Q) for all

P; Q 2 G1:

In our setting of prime order groups, the Non-degeneracy is equivalent to
e(P; Q) 6= 1 for all P; Q 2 G1. So, when P is a generator of G1, e(P; P) is a
generator of G2: Such a bilinear map is called a bilinear pairing (more exactly,
called an admissiblebilinear pairing).

We consider the following problems in the additiv e group (G1; +).

{ Discrete Logarithm Problem (DLP): Given two group elements P and
Q, �nd an integer n 2 Z �

q, such that Q = nP whenever such an integer
exists.

{ Decision Di�e-Hellman Problem (DDHP): For a;b;c 2 Z �
q; given

P; aP; bP; cP decidewhether c � ab mod q:
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{ Computational Di�e-Hellman Problem (CDHP): For a;b 2 Z �
q; given

P; aP; bP; compute abP:

There are two variations of CDHP:

{ In verse Computational Di�e-Hellman Problem (In v-CDHP): For
a 2 Z �

q; given P; aP; to compute a� 1P.
{ Square Computational Di�e-Hellman Problem (Squ-CDHP): For

a 2 Z �
q; given P; aP; to compute a2P:

The following theorem relates theseproblemes[17,22].

Theorem 1. CDHP, Inv-CDHP and Squ-CDHP are polynomial time equiva-
lent.

From the bilinear pairing, we have another variant of the CDHP called the
bilinear Di�e-Hellman problem (BDHP).

De�nition 1. The BDHP in (G1; G2; e) is de�ned asfollows:given(P; aP; bP; cP)
for somea;b;c 2 Z �

q, compute v 2 G2 such that v = e(P; P)abc.

Most previouscryptographic schemesfrom bilinear pairings dependon BDHP,
such as Joux's one round tripartite Di�e-Hellman protocol [14] and Boneh-
Franklin's [6] ID-basedencryption scheme.It is not hard to obtain two variations
of BDHP:

{ Bilinear In verse Di�e-Hellman Problem (BIDHP): For a; c 2 Z �
q;

given P; aP; cP; to compute v = e(P; P)a � 1 c.
{ Bilinear Square Di�e-Hellman Problem (BSDHP): For a 2 Z �

q; given

P; aP; cP; to compute v = e(P; P)a2 c:

Like Theorem 1, we have the following theorem. A simple proof is given in
Appendix A.

Theorem 2. BDHP, BSDHP and BIDHP are polynomial time equivalent.

Assumptions: We assumethat DLP, CDHP Inv-CDHP, Squ-CDHP, BDHP,
BIDHP and BSDHP are hard, which meansthere is no polynomial time algo-
rithm to solve any of them with non-negligible probabilit y.

A Gap Di�e-Hel lman (GDH) group is a group which the DDHP is easybut
the CDHP is hard in it. From bilinear pairing, we can obtain the GDH group.
Such groupscan be found on supersingular elliptic curvesor hyperelliptic curves
over �nite �eld, and the bilinear parings can be derived from the Weil or Tate
pairing. For more details, we refer the readersto [6,9,13].

All schemesin this paper can work on any GDH group. Throughout this
paper, we de�ne the system parameters in all schemesas follows. Let P be a
generator of G1 with order q; the bilinear pairing is given by e : G1 � G1 ! G2.
These system parameters can be obtained using a GDH Parameter Gener-
ator I G [6]. De�ne a cryptographic hash function H : f 0; 1g� ! f 0; 1g� , where
jqj � � � 160.
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3 New Short Signature Scheme from Bilinear Pairings

3.1 The Basic Signature Scheme

A signature schemeconsistsof the following four algorithms : a parameter gen-
eration algorithm ParamGen, a key generation algorithm KeyGen, a signature
generation algorithm Sign and a signature veri�cation algorithm Ver.

We describe the new signature schemeas follows:

1. ParamGen. The system parametersare f G1; G2; e;q; P; H g.
2. KeyGen. Randomly selectsx 2 R Z �

q, and computes Ppub = xP . The public
key is Ppub . The secretkey is x.

3. Sign. Given a secretkey x, and a messagem, computesS = 1
H (m )+ x P. The

signature is S.
4. Ver. Given a public key Ppub , a messagem, and a signature S, verify if

e(H (m)P + Ppub ; S) = e(P; P):

The veri�cation works becauseof the following equations:

e(H (m)P + Ppub ; S) = e((H (m) + x)P; (H (m) + x) � 1P)

= e(P; P)(H (m )+ x ) �(H (m )+ x ) � 1

= e(P; P)

3.2 Securit y Discussions

The strongest notion of security for signature schemeswas de�ned by Gold-
wasser,Micali and Rivest [12] as follows:

De�nition 2 (Secure signatures [12]). A signature schemeS = < ParamGen;
KeyGen; Sign; Ver > is existentially unforgeable under an adaptive chosenmes-
sageattack if it is infeasiblefor a forger whoonly knowsthe public key to produce
a valid message-signature pair after obtaining polynomially many signatures on
messagesof its choice from the signer.

Formally, for every probabilistic polynomial time forger algorithm F there
does not exist a non-negligible probability � such that

Adv(F ) = Pr

2

6
6
6
6
4

hpk; ski  hParamGen; KeyGeni (1l );
f ori = 1; 2; : : : ; k;
mi  F (pk; m1; � 1; : : : ; m i � 1; � i � 1); � i  Sign(sk; m i );
hm; � i  F (pk; m1; � 1; : : : ; mk ; � k );
m =2 f m1; : : : ; mk g and Ver(pk; m; � ) = accept

3

7
7
7
7
5

� �:

Here we use the de�nition of [4] which takes into account the presenceof an
ideal hash function, and givesa concretesecurity analysis of digital signatures.
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De�nition 3 (Exact securit y of signatures [4]). A forger F is said to
(t; qH ; qS ; � )-break the signature schemeS = < ParamGen, KeyGen, Sign, Ver >
via an adaptive chosenmessageattack if after at most qH queries to the hash
oracle, qS signatures queries and t processing time, it outputs a valid forgery
with probability at least � .

A signature schemeS is (t; qH ; qS ; � )-secure if there is no forger who(t; qH ; qS ; � )-
breaks the scheme.

To give the security proof of the new signature scheme,we intro ducea prob-
lem proposedby S.Mitsunari et: al [18].The problem wascalledk-CAA(collusion
attack algorithm with k traitors) in Mitsunari et: al's traitor tracing scheme.

De�nition 4 (k-CAA). For an integer k, and x 2 R Zq, P 2 G1, given

f P; Q = xP; h1; : : : ; hk 2 Zq;
1

h1 + x
P; : : : ;

1
hk + x

Pg;

to compute 1
h+ x P for someh =2 f h1; : : : ; hk g.

We say that the k-CAA is (t; � )-hard if for all t-time adversariesA , we have

Advk-CAAA = Pr
�

A (P; Q = xP; 1
h1 + x P; : : : ; 1

h k + x P) = 1
h+ x P

jx 2R Zq; P 2 G1; h1; : : : ; hk 2 Zq; h =2 f h1; : : : ; hk g

�
< �:

About the security of proposedsignature schemeagainst an adaptive chosen
messageattack, we have the following theorem:

Theorem 3. If there exists a (t; qH ; qS ; � )-forger F using adaptive chosenmes-
sageattack for the proposed signature scheme,then there existsa (t0; � 0)-algorithm
A solving qS -CAA, where t0 = t, � 0 � ( qS

qH
)qS � � 1.

Pro of. In the proposedsignature scheme,beforesigning a messagem, we need
to make a query H (m). Our proof is in random oracle model (the hash function
is seenas a random oracle, i.e., the output of the hash function is uniformly
distributed).

Suppose that a forger F (t; qH ; qS ; � )-break the signature scheme using an
adaptive chosenmessageattack. We will useF to construct an algorithm A to
solve qS -CAA.

SupposeA is given a challenge:
\ Given P 2 G1, Q = xP , h1; h2; : : : ; hqS 2 Zq, and 1

h1 + x P; 1
h2 + x P; : : : ; 1

hqS + x P,

to compute 1
h+ x P for someh =2 f h1; : : : ; hqS g."

Now A plays the role of the signer and sets Ppub = Q. A will answer hash
oraclequeriesand signing queriesitself. We assumethat F never repeatsa hash
query or a signature query.

S1 A preparesqH responsesf w1; w2; : : : ; wqH g of the hashoraclequeries,h1; : : : ; hqS

are distributed randomly in this responseset.

1 To obtain a good bound for � 0, we should assumethat qS and qH are very closed.
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S2 F makesa hash oracle query on m i for 1 � i � qH . A sendswi to F as the
responseof the hash oracle query on m i .

S3 F makesa signature oracle query for wi . If wi = hj , A returns 1
h j + x P to F

as the response.Otherwise the processstops and A has failed.
S4 Finally F halts and outputs a message-signaturepair (m; S). Here the hash

value of m is somewl and wl =2 f h1; : : : ; hqS g. Since(m; S) is a valid forgery
and H (m) = wl , it satis�es:

e(H (m)P + Q; S) = e(P; P):

So, S = 1
w l + x P. A outputs (wl ; S) as a solution to A 's challenge.

Algorithm F cannot distinguish between A 's simulation and real life because
the hash function behaves as a random oracle. The running time of A is equal
to the running time of F t0 = t. In step S3, the successprobabilit y of A is qS

qH
,

so, for all signature oracle queries,A will not fail with probabilit y � � ( qS
qH

)qS

(if F only makes s(� qS ) signature oracle queries, the successprobabilit y of A
is ( qS

qH
)s). Hence,after the algorithm A �nished step S4, the successprobabilit y

of A is:
� 0 � (

qS

qH
)qS � �:

�

In [18], S. Mitsunari et: al intro ducedanother new problem, k-weak Compu-
tational Di�e-Hellman Problem (k-wCDHP), and gave the following theorem.

De�nition 5 (k-wCDHP ). Given k + 1 values< P; yP; y2P; : : : ; yk P > , to
compute 1

y P.

Theorem 4 ([18]). There exists a polynomial time algorithm to solve (k-1)-
wCDHP if and only if there exists a polynomial time algorithm for k-CAA.

So, in our signature scheme,the security against the existential forgery under
an adaptive chosenmessageattack at least dependson k-wCDHP.

To give a more speci�c evaluation of the security of our signature scheme,
we intro duce a new problem.

De�nition 6 (k+1 Exp onent Problem). Given k + 1 values < P; yP; y2P;
: : : ; yk P > , to compute yk+1 P.

We have the following theorem.

Theorem 5. k-wCDHP and k+1EP are polynomial time equivalent.

Pro of. k-wCDHP) k + 1EP :
Given k + 1 valuesP; yP; y2P; : : : ; yk P; let Q = yk P; tQ = yk � 1P; and so

t = y� 1:
Set the input of k-wCDHP to be

Q = yk P; yk � 1P = tQ; yk � 2P = t2Q; : : : ; yP = tk � 1Q; tk Q:
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Then k-wCDHP outputs

t � 1Q = (y� 1) � 1yk P = yk+1 P:

k + 1EP ) k-wCDHP:
Given k + 1 valuesP; yP; y2P; : : : ; yk P; let Q = yk P; tQ = yk � 1P; and so

t = y� 1:
Set the input of k + 1EP to be

Q = yk P; yk � 1P = tQ; yk � 2P = t2Q; : : : ; yP = tk � 1Q; tk Q:

Then k + 1EP outputs

tk+1 Q = y� k � 1yk P = y� 1P:

�

We note that k + 1EP and k-wCDHP are no harder than the CDHP. There
exists a special casewhere k-wCDHP or k + 1EP can be easily solved: Given

P0 = P; P1 = yP; P2 = y2P; : : : ; Pk = yk P;

if there are at least two sameelements in them, e:g:, Pi = Pj (i 6= j ), that means
yi mod q � yj mod q, and so, the order of y in Zq is j � i . Then

y� 1P = Pj � i � 1 or yk+1 P = Pk+1 mo d ( j � i ) :

This casegivesan attack on the new signature scheme.However, becausey can
be regardedasa random element in Z �

q, we can show that the successprobabilit y
of this attack is negligible.2

Let q � 1 =
Q s

i =1 pei
i : For any a 2 Z �

q, the order of a is a divisor of q � 1.
Given k, supposethat the number of element a in Z �

q such that ord(a) � k is
given by N: Obviously, N < k2 (the maximum of the number of the divisors less
than k is k). Let � be the probabilit y that a randomly chosenelement in Z �

q has
order lessthan k, then

� =
N
q

<
k2

q
:

So, if q � 2160, we limit k � 240, which means the attacker has at most 240

message-signaturepairs. Then using the above attack, the successprobabilit y is
at most

(240)2

2160 = 2� 80 � 0:82718� 10� 24:

Summarizing the above discussions,we have the following result.

Corollary 1 Assuming that k+1EP is hard, i.e., there is no polynomial time
algorithm to solvek+1EP with non-negligible probability, then the proposed sig-
nature schemeis secure under the random oracle model.
2 If q is Sophie-German prime, then it is obvious that this attack is impossible. How-

ever, in practice, G1 may be an elliptic curve group or hyperelliptic curve Jacobian,
it is hard to �nd G1 such that the order of G1 is a Sophie-German prime. So, we
only assumethat the order of G1 is prime, not any special prime.
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3.3 E�ciency

Short signaturesare important in low-bandwidth communication environments.
A number of short signature schemes,such as: Quartz [19], McEliece-basedsig-
nature [10], have been proposed.BLS scheme is the shortest signature scheme
known in classicalcryptography (Quartz and McEliece-basedsignature belong
to the multiv ariate cryptography). Our signature only consistsof oneelement of
G1. In practice, the sizeof the element in G1 (elliptic curve group or hyperelliptic
curve Jacobians)can be reducedby a factor of 2 using compressiontechniques.
So, like BLS signature scheme,our signature schemeis a short signature scheme.

We compare our signature scheme with the BLS scheme from computation
overhead view point. We denote Pa the pairing operation, Pmthe point scalar
multiplication on G1, Ad the point addition on G1, Inv the inversion in Zq and
MTPthe MapToPoint hashoperation in BLS scheme.We summarizethe result in
Table 1(we ignore the generalhash operation).

Schemes Setup Signing V erif ication

Pr oposed Same 1Inv + 1Pm2(or 1)Pa+ 1Pm+ 1Ad
B LS scheme Same 1MTP+ 1Pm 2Pa+ 1MTP

Table 1. Comparison of our scheme and the BLS scheme

We assumethat BLS scheme and our scheme are all using the GDH group
derived from the curve E=F3163 de�ned by the equation y2 = x3 � x + 1. The
group provides 1551-bit discrete-log security. The MapToPoint hash operation
requires at least one quadratic or cubic equation over F3163 to be solved. So
the cost of one MapToPoint hash operation is bigger than one inversion in Zq.
Despite a number of attempts [2,3,11] to reduce the complexity of pairing,
still the operation is very costly. For example, according to the best result in
[3], one pairing operation is about 11110multiplications in F3163 , while a point
scalarmultiplication of E=F3163 is a few hundred multiplications in F3163 . In our
scheme,e(P; P) can be precomputedand published aspart of the signer'spublic
key and so there is only one pairing operation in veri�cation. This compare to
two pairing operations in BLS scheme,givesa more e�cien t scheme.

4 Relation to ID-based Public Key Setting

The concept of ID-based encryption and signature were �rst intro duced by
Shamir [26]. The basic idea of ID-based cryptosystems is to ues the identit y
information of a user functions as his public key. ID-based public key setting
involves a Private Key Generator (PK G) and users.The basic operations con-
sist of setup and priv ate key extraction . Informally , an ID-based encryption
scheme (IBE) consistsof four algorithms: (1) Setup generatesthe system pa-
rameters and a master-key, (2) Extract uses the master-key to generate the
private key corresponding to an arbitrary string ID, (3) Encrypt encrypts a
plaintext using a public key ID and (4) Decrypt decrypts the ciphertexts using
the corresponding private key.



9

Recently , bilinear pairings have beenused to construct ID-based cryptosys-
tem. As noted by Moni Naor in [6], any ID-basedencryption schemeimmediately
gives a public key signature scheme. Therefore, there is a relationship between
the short signature schemesand the ID-based public key setting from bilinear
pairing, that is the signing processin the short signature schemecan be regarded
as the private key extract processin the ID-based public key setting. From this
viewpoint, our new signature scheme can be regarded as being derived from
Sakai-Kasahara's new ID-based encryption schemewith pairing [24,25].

5 A Ring Signature Scheme

Ring signature schemeswere proposedby Rivest, Shamir, and Tauman [21]. In
a ring signature, a user selectsa set of possiblesigners including himself that
is called a ring. A possible signer is anyone with a public key for a standard
signature scheme. The user can then sign a messageusing his private key and
the public keys of all of the members of the ring. The signedmessagethen has
the property that it can be veri�ed to be signed by a user in the ring, but the
identit y of the actual signer will not be revealed, hencethe signature provides
anonymit y for the signer and the anonymit y cannot be revoked.

Ring signatureschemesshouldsatisfy the following properties:Correctness ,
Unconditional ambiguit y or Anon ymit y and Unforgeabilit y .

A number of ring signature schemes based on the pairings are proposed.
Zhang et.al [28] proposedan ID-based ring signature scheme.In [7], Boneh et.al
gave a ring signature schemefrom BLS signature scheme.In this section,we give
a new ring signature schemebasedon the signature schemein Section 3.

The system parameters are params = f G1; G2; e;q; P; H g: Let Alice be a
signer with public key Ppubk = sk P and private key sk , and L = f Ppubi g be the
set of public keys and jL j = n.

Ring Signing:
For messagem, Alice choosesai 2R Zq for all i 6= k and obtains

Sk = �
1

H (m) + sk

X

i 6= k

(ai (H (m)P + Ppubi )) +
1

H (m) + sk
P:

Let Si = ai P, for all i 6= k. The ring signature is � = hS1; S2; : : : ; Sn i .
Ring Veri�cation:

nY

i =1

e(H (m)P + Ppubi ; Si ) = e(P; P):

The following is a brief analysis of the scheme.
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Correctness.The veri�cation of the signature is correct becauseof the following.

nY

i =1

e(H (m)P + Ppubi ; Si )

=
Y

i 6= k

e(H (m)P + Ppubi ; Si ) � e(H (m)P + Ppubk ; Sk )

=
Y

i 6= k

e(H (m)P + Ppubi ; ai P) � e(H (m)P + Ppubk ;
1

H (m) + sk
(P �

X

i 6= k

(ai (H (m)P + Ppubi )))

= e(
X

i 6= k

(ai (H (m)P + Ppubi )) ; P) � e(P; �
X

i 6= k

(ai (H (m)P + Ppubi ))) � e(P; P)

= e(P; P)

Unconditional ambiguity. The schemehas unconditionally signer-ambiguit y. As-
sumethat � = hS1; S2; : : : ; Sn i is a ring signature on the set of usersL generated
with private key sk . All Si exceptSk aretakenrandomly from G1 dueto Si = ai P
and ai 2R Zq. Sk is computed by theseai ; H (m) and sk . Therefore, for �xed L
and m, hS1; S2; : : : ; Sn i has j G1 jn � 1 possiblevalues,all of which can be chosen
by the signature generation procedure with equal probabilit y and regardlessof
the signer. At the same time, the distribution f S1; S2; : : : ; Sn g is identical to
the distribution f a1P; a2P; : : : ; an P :

P n
i =1 ai P = Cg, here C is element of G1

depend on L and m. So, for any algorithm A, any set of usersL , and a random
k 2 L, the probabilit y Pr[A (� ) = k] is at most 1= j L j.

Unforgeability. For the unforgeability, we have the following theorem:

Theorem 6. If there exists a (t; qH ; qS ; � )-forger F algorithm that can produce
a forgery of a ring signature on a set of users of size n, then there exists a
(t0; � 0)-algorithm A that can solveqS -CAA, where

t0 � t + (3 + qS )nt sm + 2(n � 1)tadd + (n � 1)tmu + (n � 1)t inv ;

� 0 � (
qS

qH
)qS �

1
qH � qS

� �:

Here, tsm is the time of one point scalar multiplication in G1, tadd is the time of
one addition in G1, t inv is the time of one inversion in Zq and tmu is the time
of one multiplications in Zq.

Pro of. We adopt the security model of Rivest, Shamir and Tauman. Consider
the following gameplayed betweenan adversaryand a challenger.The adversary
is given the public keysP1; : : : ; Pn of a set of usersU , and is given oracleaccess
to H and a ring-signing oracle. The goal of the adversary is to output a valid
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ring signature on U of a messagem subject to the condition that m has never
beenpresented to the ring-signing oracle.

Supposethat there exists a (t; qH ; qS ; � )-forger F algorithm that can produce
a forgery of a ring signature on a set of usersof sizen. We will useF to construct
an algorithm A to solve qS -CAA. Supposethat A is given a challenge:

\Given P 2 G1; Q = xP; h1; h2; : : : ; hqS 2 Zq; and 1
h1 + x P; 1

h2 + x P; : : : ; 1
hqS + x P;

compute 1
h+ x P for someh =2 f h1; : : : ; hqS g"

{ Setup: A plays the role of the real signer and picks a1 = 1; a2; : : : ; an at
random from Zq and sets

P1 = Q; P2 = a2Q + h(a2 � 1)P; : : : ; Pn = an Q + h(an � 1)P:

Here, we assumethat the number of usersn is an odd number. A prepares
qH respondencesf w1; w2; : : : ; wqH g of hashoraclequeries.h1; : : : ; hqS and h
are distributed randomly in this respondencesset.

{ Hash queries: F is given the public keys P1; P2; : : : ; Pn . F makes a hash
oracle query on m i for 1 � i � qH . A sendswi to F as the respondenceof
hash oracle query on m i .

{ Signing queries: F makesa ring signature oracle query for wi . If wi = hj ,
A returns

� i = f Si 1; Si 2; : : : ; Sin g

to F as the signing result. Here

Si 1 = (1 �
nX

l =2

(� 1)l (al � 1)� 1) �
1

hj + x
P = (1 � a) �

1
hj + x

P

Si 2 = (a2 � 1)� 1 �
1

hj + x
P

Si 3 = � (a3 � 1)� 1 �
1

hj + x
P

: : : = : : :

Sil = (� 1)l (al � 1)� 1 �
1

hj + x
P

: : : = : : :

Sin = (an � 1)� 1 �
1

hj + x
P

From the construction of Sil , we can verify that � i can passthe ring veri�-
cation:

nY

l =1

e(H (mi )P + Pl ; Sil )

= e(hj P + Q;
1 � a
hj + x

P)
nY

l =2

e(hj P + al Q + h(al � 1)P;
(� 1)t (al � 1)� 1

hj + x
P)
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= e(P; P)1� a
nY

l =2

e(hj P + Q + (al � 1)Q + h(al � 1)P;
(� 1)t (al � 1)� 1

hj + x
P)

= e(P; P)1� a
nY

l =2

e(hj P + Q;
(� 1)t (al � 1)� 1

hj + x
P)e((al � 1)(Q + hP);

(� 1)t (al � 1)� 1

hj + x
P)

= e(P; P)1� a
nY

l =2

e(P; P)( � 1) t (a l � 1) � 1
(Due to n bean odd number)

= e(P; P)

Otherwise, the processstops and A reports failure.
{ Output: Eventually F outputs a message-signaturepair (m; � = f S1; S2;

: : : ; Sn g) for ring public keysP1; P2; : : : ; Pn , herethe hashvalue of m is some
wl such that no signature query was issuedfor m. If wl 6= h, then A reports
failure and terminates. Otherwise,

nY

i =1

e(H (m)P + Pi ; Si ) =
nY

i =1

e(hP + ai Q + h(ai � 1)P; Si ) = e(P; P):

Hence
nY

i =1

e(ai hP + ai Q; Si ) =
nY

i =1

e(hP + Q; ai Si ) = e(hP + Q;
nX

i =1

ai Si ) = e(P; P):

Then A outputs the required 1
h+ x P as

P n
i =1 ai Si .

A will not fail with probabilit y ( qS
qH

)qS � 1
qH � qS

� � (For all signature oracle
queries,A will not fail with probabilit y � � ( qS

qH
)qS . In Output , the probabilit y

of wl = h is 1
qH � qS

).
In Setup , there are n � 1 multiplications in Zq, n � 1 additions and 2n scalar

multiplications of G1. There are nqS scalar multiplications of G1 and n � 1
inversionsover Zq in A 's signature queries, and n scalar multiplications n � 1
additions of G1 in Output . We denote tsm the time of onescalarmultiplication
in G1, tadd the time of one addition in G1, t inv the time of one inversion in Zq

and tmu the time of one multiplications in Zq. So A 's running time t0 is F 's
running time plus (2n + nqS + n)tsm + 2(n � 1)tadd + (n � 1)tmu + (n � 1)t inv ,
i.e.,

t0 � t + (3 + qS )nt sm + 2(n � 1)tadd + (n � 1)tmu + (n � 1)t inv :

�

Note that when n = 1, this ring signature scheme is the basic signature
scheme.
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6 Delegation of Righ t and Pro xy Signatures

Assume that there are two participants, one called original signer with public
key PK o and secretkey so, another called proxy signerwith public key PK p and
secretkey sp, they have the commonsystemparameters:f G1; G2; e;q; P; H g. We
describe the delegation in detail as follows:

{ The original signer makes a warrant w. There is an explicit description of
the delegation relation in the warrant w.

{ The original signer computes Sow = (so + H (w)) � 1PK p, and sendsw and
Sow to proxy signer.

{ The proxy signerchecks if e(H (w)P + PK o; Sow ) = e(P; PK p), if it is right,
then computesSw = spSow .

Sw satis�es: e(H (w)P + PK o; Sw ) = e(PK p; PK p):
Anyone cannot forge an Sw 0 of a warrant w0, since there are two signatures

on a warrant: First, the original signer usesthe signature scheme in Section 3
to sign the warrant, and then, the proxy signer will use BLS short signature
scheme to sign it, these two signature schemesare secure.On the other hand,
the above delegation doesnot require the securechannel for the delivery of the
signed warrant by the original signer, i:e:, the original signer can publish w
and Sow . More precisely, any adversary can get the original signer's signature
on warrant w. Even this, the adversary cannot get the Sw of the proxy signer,
becauseSw shouldsatisfy e(H (w)P + PK o; Sw ) = e(PK p; PK p); and e(H (w)P +
PK o; Sow ) = e(P; PK p). From P; Sow and PK p to get Sw , this is CDHP.

The above delegation is a partial delegation with warrant [15]. It is can be
regardedasthe generationof the proxy key in proxy signature. The proxy secret
key is Sw , and the proxy public key is PK o + PK p. Then the proxy signer can
usesany ID-basedsignature schemesand ID-basedblind signature schemesfrom
pairings (takes the ID public key as H 2(w)) and secret key as Sw , the public
key of PKG as PK o + PK p) to get proxy signature and proxy blind signature
schemes.

Next, wegive two applications of abovedelegationmethod in proxy signature:
designingproxy signature schemeand a proxy blind signature scheme.We only
describe the schemeswithout security analysis.
A Pro xy Signature Scheme

Proxy signatures are very useful tools when one needsto delegatehis/her
signing capability to other party[15,16]. Using above delegation, we give a new
proxy signature scheme.

Setup: De�ne another cryptographic hash function: H 1 : f 0; 1g� � G1 ! Z �
q .

The system parameters params = f G1; G2; e;q; P; H ; H1g; the original signer
has public-secret key pair (PK o; so), the proxy signer has public-secret key pair
(PK p; sp).
Generation of the pro xy key: The proxy signerreceivesa proxy key Sw using
above delegation protocol.
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Signing: For a messagem, choose a random number r 2 Z �
q, compute U =

r � (H (w)P + PK o). Compute h = H1(mjjU) and V = (h + r ) � 1Sw . The proxy
signature on m is (U; V; w).
Veri�cation: Verify that

e(U + H1(mjjU)(H (w)P + PK o); V ) = e(PK p; PK p):

A Pro xy Blind Signature Scheme
Proxy blind signature is consideredto be the combination of proxy signature

and blind signature, so, it satis�es the security properties of both the blind sig-
nature and the proxy signature. Such signature is suitable for many applications
where the users' privacy and proxy signature are required. Now, we give a new
proxy blind signature scheme.

Setup: Sameas above proxy signature scheme.
Generation of the pro xy key: The proxy signer receivesa proxy key Sw .
Pro xy blind signature generation: Suppose that m is the messageto be
signed.

{ The proxy signer randomly choosesa number r 2 R Z �
q, computes U = r �

(H (w)P + PK o), and sendsU and the warrant w to the user.
{ (Blinding) The userrandomly chooses� ; � 2 R Z �

q asblinding factors. He/She
computesU0 = � U + � � (H (w)P + PK o) and h = � � 1H1(mjjU0) + � , sends
h to the signer.

{ (Signing) The signer sendsback V; where V = (r + h) � 1Sw .
{ (Unblinding) The user computesV 0 = � � 1V and outputs (m; U0; V 0).

Then (U0; V 0; w) is the proxy blind signature of the messagem:
Veri�cation: A veri�er acceptsthis proxy blind signature if and only if

e(U0+ H1(mjjU0)(H (w)P + PK o); V 0) = e(PK p; PK p):

7 Conclusion

In this paper, we proposeda new short signature scheme that is more e�cien t
than BLS scheme.The security of this signature schemedependson a new prob-
lem, namely k-CAA or k + 1EP. It is shown that k + 1EP is no harder than
the CDHP. Basedon this basic signature scheme, a ring signature scheme and
a new method for delegation are proposed.
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App endix A: Pro of of Theorem 2

Pro of. B DH P ) B SDH P is trivial.
B SDH P ) B I DH P :
Given P; aP; cP; set the input of BSDHP to be

Q = aP; Q1 = P = a� 1Q; Q2 = cP = ca� 1Q;

then BSDHP outputs

e(Q; Q)(a � 1 )2 ca � 1
= e(aP; aP)(a � 1 )2 ca � 1

= e(P; P)a � 1 c:

B I DH P ) B SDH P :
Given P; aP; cP; set the input of BIDHP to be

Q = aP; Q1 = P = a� 1Q; Q2 = cP = ca� 1Q;

then BIDHP outputs

e(Q; Q)(a � 1 ) � 1 ca � 1
= e(aP; aP)c = e(P; P)a2 c:

B SDH P ) B DH P :
GivenP; aP; bP; cP; set the input of BSDHP to be< P; aP; cP >; < P; bP; cP >

; and < P; aP + bP; cP >; respectively, then we have e(P; P)a2 c; e(P; P)b2 c and
e(P; P)(a+ b)2 c, so we get

e(P; P)abc = (e(P; P)(a+ b)2 c=(e(P; P)a2 c � e(P; P)b2 c))1=2:

�


