University of Wollongong

WIRELESS NETWORK SETUP FOR WINDOWS XP

Before using this guide you will need to answer yes to the following questions:

Does your laptop have a WPA compliant wireless card and driver installed?
You can check the list of compliant cards and drivers at http://www.uow.edu.au/its/wireless/support.html

Are you in an area that is covered by the University of Wollongong wireless network? Coverage map at
http://www.uow.edu.au/its/wireless/map.html

Do you have access to the internet to download or have you already downloaded the appropriate software?

Instructions to set up Windows XP-SP2 WPA client for accessing wireless network within the University of Wollongong.

Note: your wireless card should be installed before completing these instructions. It must have updated drivers to
support WPA encryption.

There are two wireless networks available to students. These networks have been named:

ACHERNAR-A and ACHERNAR-BG.

ACHERNAR-A allows connection to the 802.11a network. This operates at a maximum speed of 54Mbps and is
available within buildings only. Your wireless card needs to support 802.11a to access this network.

ACHERNAR-BG allows connection to the 802.11b/g wireless network. This operates at a maximum of 11Mbps for
802.11b network adapters and a maximum of 54Mbps for 802.11g adapters and is available inside and outside of
buildings within buildings within the University grounds. Your wireless card needs to support 802.11b or 802.119g to
access this network

Important: Throughout these notes ** denotes settings for ACHERNAR-BG

Go to the Start menu

Choose Control Panel

*If in "classic view" choose Network
Connections

*If in "category view", choose Network
& Internet connections and then
choose Network Connections.

_LAN or High-Speed Internet

Wireless Metwark Connection 2
Mot connecked
() Dl TrueMobile 1400 Coal Ban,..

.

Right click on Wireless Network
Connection icon as shown at right.
From the pull down menu, choose
View Available Wireless Networks
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1% Wireless Network Connection 2

A new window will open as at right

Choose a wireless network

Network Tasks

Click on Change advanced settings

% Refresh network list iZlick an item in the list below ko connect to a wireless network in range or to get more
infarmation.
< Setup & wireless netwark,
for & home ar small office
Related Tasks
4 Learn sbout wirsless Mo wireless networks were found in range

netwarking
Make sure the wireless switch on your computer is on.
Change the order of Ta see an updated list, click "Refresh netwark list,"

preferred networks

“-35,9 Change advanced
seftings

Conneck

- Wireless Network Connection 2 Properties |E”z|

General | “wireless Metworks |Advanced|

Use Windows to configure my wirgless network, settings

Avvailable networks:

To connect to, disconnect from, or find out maore information
about wireless networks in range, click the button below.

In the window which now opens, click on

Preterred netwarks: _ _ _ Wireless Networks tab at tOp of window.
.E:ltooﬂatlcally connect to available networks in the order listed Clle the Add o bUtton

bove up /
M

7= -
Add... Femove Froperties
Learn about setting up wirsless network

configuration.

[ 0K H Cancel ]

Wireless network properties 7% Note: You must do the following in order as
stated below

Aggociation |m|

Netwiork pame (S5ID). | ACHERNARA | 1 In UPPERCASE, Type ACHERNAR-A in field
wfieless network key neXt tO NetWOI’k name (SS I D)
This network, requires a key for the following OR
Notwot fhontcaiors [P N 1 Type ACHERNAR-BG in field next to Network
Data encryption: - name (SS | D)

| | 2 Choose WPA from pull down menu next to
| | Network Authentication

[ & 3 Choose TKIP from pull down menu next to
The key iz provided for me automatically Data enCrypthn
[[] This is a computer-to-computer (ad hoc) network; wirsless DO NOT CLlCK OK

access points are not uzed

Now click on Authentication tab at top of window
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Wireless network properties

Aseociation Authenticationl

EAPype: | Protected EAP (PEAP) |

\

[] Authenticate ==

[ Authenticate as guest when user or computer information is
unavailable

QK. l ’ Cancel

Check the box next to Validate server certificate and
make sure that the box next to "connect to these

servers" is unchecked.

— Ensure both checkboxes are UNchecked

From the pull down list next to EAP type
choose Protected EAP (PEAP)

Then click on Properties button

Protected EAP Properties

‘vhen connecting:

— ' Walidate server certificate

2]

|- Connect to these servers:

Scroll down and check Thawte Premium Server CA Trusted Roat Certification Autharides:

and Thawte Server CA - this needs to be done
for security reasons

Make sure Secured password (EAP-MSCHAP v2) is

selected from pull down menu under "Select
Authentication Method"

Next, click Configure... button

EAP MSCHAPV2 Properties X

“When connecting:

H Automatically use my Windows lagon name and
pazsword [and domain if ar].

[ Q. l[ Canicel ]
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O thawte Personal Basic C&
O thawte Personal Freemail Ca
O thawte Personal Premium CA
Thawte Premium Server CA

O Thawte Timeskamping C4
[ uTh - pATACor SGC

<

=
=
| B

certification authorities.

[ Do not prompt user ko authorize new servers or trusted

Select Authentication Method:

ISecured password (EAP-MSCHAP v2) j Configure. .. |

[ Enable Fast Reconnect

1

Cancel |

Uncheck the box next to automatically use my

Windows logon name and password...

Next click OK

XP-SP2


louisamc
Stamp


This window will appear again.
Click OK

‘when connecting:

~ " Yalidate server certificate

2lx]

|- Connect ko these servers:

Trusted Root Certification Authorides:

[ Thawte Personal Basic O ;I
O Thawte Personal Freemail Ca
O Thawte Personal Premium Ca
Thawte Premium Server Ch

D Thawte Timestamping CA
O uth - DATACorp 5EC

|
-
< | B

[ Do not prompt user to authorize new servers or krusted
certification authorities.

Select Authentication Method:

ISecured password (EAP-MSCHAP w2 j Configure. .. |

[” Enable Fast Reconnect

Ok I Cancel |

Wireless network properties

Aseociation Authenticationl

Click OK on this window

EAPype: | Protected EAP (PEAP) |

[] Authenticate as computer when computer information is available

[ Authenticate as guest when user or computer information is
unavailable

QK. l ’ Cancel
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- Wireless Network Connection Properties

General | "Wireless Networks Ad\-’anced|

U ze Windows to configure my wireless network settings

Arvailable networks:
To connect to an available network, click Configure,

Lonfigure

Check that ACHERNAR-A is showing in the box as
shown in the window at left.

Frefened networks:

Automatically connect to available netwark s in the order listed

below: This indicates that the ACHERNAR-A SSID has been
A {ACHERNARA Move up setup and is ready for connection.
Move down
: **|f you have chosen to connect to ACHERNAR-BG the
el e FlEpEilEs box will indicate ACHERNAR-BG ...
Learn about zetting up wirgless netwoark,
confiquration. CI|Ck OK

[ 0K J[ Cancel ]

At this point you should Restart your computer.

When your computer restarts, if you are in an
area covered by the appropriate wireless
network, you will see this text bubble_ appearing i) Wirelless Network Connection

on your Desktop. DOl_‘IbIe (_;“Ck on t.hIS text | Click here to select a certificate or other credentials for
bubble and the following window will appear connection to the network ACHERNAR-A

*** |f you have chosen to connect to
ACHERNAR-BG the text will indicate
ACHERNAR-BG

Enter Credentials

You need to fill in your SOLS user name and
password (the same as your University of
Wollongong email user name and password).
Leave Logon Domain blank and then click OK

User name: ‘ ‘

Password: | |

Logon domain: ‘ ‘

[ Ok ] [ Cancel
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To check that Setup has been successful, you
should now go to the Start menu on your
computer and choose Control Panel and then
choose Network connections.

_LAN or High-Speed Internet

Wireless Metwork Connection 2
Connecked

You should now see the diagram at right and by Dell TrusMobile 1400 Dual Ban. .

verify that "Connected" is showing under
Wireless Network Connection 2

A

Set up of software is now complete.

PROXY INFORMATION
Before you begin using your Wireless Network you should make sure your Proxy settings are correct.

For Netscape Communicator

Go to the Edit menu and choose Preferences

Under the list of categories, open the Advanced folder and choose Proxies
Type in the Automatic proxy as http://www.uow.edu.au/autoproxy.pac
Click the Reload button.

Click OK

For Internet Explorer

Go to the Tools menu and choose Internet Options
Click on the Connections tab

Click on LAN settings button (bottom right)

Place a tick in the Use Automatic Configuration Script
Type in http://www.uow.edu.au/autoproxy.pac

Click OK and then OK again

If your browser does not support automatic configuration, the following information is supplied:

FTP Proxy proxy.uow.edu.au Port: 8080
Gopher Proxy proxy.uow.edu.au Port: 8080
http Proxy proxy.uow.edu.au Port: 8080
SOCKS host Port: 8080

More information is available via the web at www.uow.edu.au/its/wireless

If you have any problems please contact the ITS Technical Support Team on 4221 3000 or visit the Enquiry Counter at
the Student Computer Laboratories in Building 17.
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